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I. INTRODUCTION
| Q. Please state your name, business address, and professi.onal affiliations.

A. My name is Gordon R. Thonipson. I am the executive director of the Institute for Resource and Security

Q Please descnbe your professronal and acadermc background

Al recelved an undergraduate educatron in scrence and mechamcal engmeermg at the Umversrty of New South

'Studies (IRSS), a nonprofit, tax-exempt corporation based in Massachusetts. The IRSS office is located at 27

~ Wales, in Australla Subsequently, I recelved a Doctorate of Phllosophy in mathematlcs in 1973 from Oxford

_ mathernatics and .engineerlng' Since 1977 a signiﬁcant part of my work has consisted ‘of technical analySes

by a vanety of non—govemmental orgamzatrons and local state and natlonal govemrnents, predommantly in
North Amerlca and Western Europe Drawing upon these analyses, 1 have provrded expert testrmony m legal

and regulatory proeeedmgs, and have served on eommrttees a v1s1ng US government agenmes My

: Please summarize your expenence that is relévant to this testirnony.

. .‘My analyses of secunty threats to nuclear facrhtles and of optlons for defendmg these facrhtles

Ellsworth Avenue, Cambridge MA 02139. IRSS was founded in 1984 to conduct technical and policy
analysis and public educatron with the ob_]ectrve of promotmg peace and mtematronal secunty, efficient use

of natural Tesources, and protectron of the environment. In addition to worklng at IRSS I hold an

appomtment asa research professor at the George Perkms Marsh Instltute, Clark Umversrty,,

Umversrty, for analyses of plasmas undergomg thermonuclear fusion.. During my graduate studres I was,

-:assocrated with the fusmn research program of the UK" Atormc Energy Authority. My undergraduate and

graduate work 'provrded me with a rigorous educatron. ,.r_nbfthe_ v,methodologres ,and_,drsclplmes of science,

of safety, secunty and envrronmental issues related to nuelear facrlxtres These analyses have been sponsored

Curnculum Vrtae is provrded here as Appendrx C

2 . Lo Teshmony of Gordon
) December.
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N .statlon (SONGS) - Umt 2 and Umt 3-- and the1r spent fuel w111 recelve an enhanced defense durmg

:: the cormng years By enhanced defense, I mean the 1mplementatton of defensrve measures

A. Th1s testtmony has nine sect1ons Aﬁer thls»'m oductlon (Sectlon I), Sect1on ]I descrtbes SON GS

: mutually-suppomve but mdependent measures that protect a facility from external or- internal attackers ‘Some safety experty

r

r

~

remain in effect. Similar assessments that I conducted in relation to the Sellaﬁeld site in the UK and )
the La-Hague site in France, at trarious times between 1.977‘ and 2000, have'led to new design
standards and gOvernrnent policies. My analyses of security threats and defense options related to
"st'ora.ge"of spent fuel from US nuclear power- plants are' currently inﬂuencing the developrnent of
n‘ati’onal pohcy.. - | .

Q What are the purposes of your testtmony"

] ony has two purposes The ﬂrst purpose is to show that glven present trends, it is

reasonable and prudent to assume that the two operatmg umts of the San Onoﬁ'e uclear generatmg

_ addttlonal to those currently required by the US. Nuclear Regulatory Commrssron (NRC) The
e ""testtmony s second purpose is to prov1de an estlmate of add1t1ona1 costs to Southem Cahforma
 Edison (SCE) and.oth‘e'r-owners of SONGS that could anse from the pr0v151on o_f the enhanced -
" defense. ‘SCE Hias not included such costs in its application to the C‘aiifo}nis Public Utlities | |
| Comrmssron (CPUC) to replace steam generators at SONGS Umt 2 and Umt 3. Cons1derat10n of
these costs would affect cost/beneﬁt analyses related to replaeement of the steam generators :

Q i. Please bneﬂy summanze your testlmony

-Sectton L d1scusses the defense of nuclear power plants in the context of US natlonal secunty

Sectton IV rev1ews NRC's present requlrements for defense of nuclear power plants “That review is

o followed 1n Sectton V by a drscussmn of the nsk of attack on nuclear power pla :ts» and the_rr spent

! Here, I use the term "defensel'. in its mthtary sense. Ina mthtary context, the term “defense in depth" refers to a set of

in the nucléar power industry have appropriated the tefm defense in depth to refer to the pr0v151on of multlple safety systen
Tuse the term in its ongmal military sense. . :

- 3 o _ - Testimony of Gordon Thompson
. o " December 13, 2004
Appltcatron A.04-02-026
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QD loes your testlmony contam mformatwn that is sensrtlve from the perspectrve of secunty‘?

II. CHARACTERISTICS OF SONGS

[\
- QO

)

112 For an mtroductron to Camp Pendleton and its security issues, see: Bice, 2001.
13 SCE 2002a CCC 2000; SCE, 2004a.

’ fuel In this context, the: concept of: nsk encompasses vulnerabrhty to attack, and the probability and | ...

consequences of attack Sectron VI descnbes trends that are: leadmg toward enhanced defense of US
nuclear power plants and spent fuel Sectlon V11 describes the type of enhanced defense: of SONGS
,_I_Jmt_z..and-.‘-Umt'?: -and t,helrispent..'fuelv;thatjI;beheve,r':lt-:rs reasonable and-prudent:to assumewﬂl b‘?
- implernented in thefutureThe cost"s of implementing the addi_tional- defensive measures are .
} es-tima‘ted,ianection.‘VIH.-:;Mp conelus_ion's-sare »‘set-v forthsl-'m Section IX. Nine tables are part of tlns

testlmony but are collected for convemence, in Appendix A. A bxbhography to, support thlS C

' testlmony is prov1ded in Appendlx B. Literature cited in the testrmony appears in the b1bhography

. -Appendrces A, B and Care parts of the testlmony

A ThlS testrmony drscusses potent1a1 destructrve attacks at SONGS and other nuclear facrhtres that
' could cause great pubhc harrn No mfonnatlon is.contained in the testnnony that could assist the ‘

perpetrator of-s_uch an_, attack. Accordr_n‘gly, this testlmony is appropnate for general cl15tnbutron. B '

Q. Please describe the SONGS site. -
A The SONGS site is on land leased‘frj_.om: Camp Pendleton, a Marine Corps hase._2 The total a_rea of
| _. the site is appro;tirnately'22_(_) acres, the site being i_ntWo separate p.orti“ons. One portion, cov'er,in"g 84
| acres, lies betwee_nthe_ _InterState _RouteS freeway and.the Paciﬁc Ocean. Three_ nuclear generatiné
units were built on this portion. 'l‘he other portion of the site — known as the Mesa — lies inlantl of

Interstate 5. At _the Mesa are a warehouse, tralmng facrhtres and other facrhtles to support plant

_peratlons ' The portron of the s1te where the generatlng units are located is comparatwely small

4 Testimony of Gordon Thompsorl
: December 13, 20
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1|l  and heav11y-used roads and public beaches are in close prox1m1ty These charactenstlcs make the
. =
2 SONGS site more drfﬁcult to defend than many other nuclear-power-plant sites. )
. 3 Q. Please describe the nuclear gen'erating units at SONGS.
:. A. Unit1 of SONGS was shut down in 1992 and its decommissioning is well advanced ‘Units 2 and 3
6 N 'contmue in operanon Selected charactenstlcs of these two units are prov1ded in Table 1. Each unit
7 _' employs a pressunzed—water reactor (PWR) Each reactor has two steam generators which SCE
| 8 | -proposes to replace '
2. Q How 1s spent nuclear fuel managed at SONGS?
1(1) A. An mdependent spent fuel storage 1nstallat10n (ISFSI) has been estabhshed at the site; near to | |
' 12 , E-SONGS Umt 1: Tlus faclhty w111 accommodate Unit: 1 spent fuel that has prewously been stored in
131 :'the spent-fuel pools at Umts 1,2 and 3. SCE plans fo expand the ISFSI in lncrements so that 1t can
| 14 accommodate spent fuel from Units 2 and 3 when' their spent -fuel pools become full As shown in |
| . Tablc 1, SCE expects that- the Umt 2 and Umt 3 pools w111 become full in 2007 and 2008, |
: i: ' respectxvely Each of these pools employs hlgh density racks. The ISFSI employs the NUHOMS
1' sl dry-storage systern made by Transnuclear Inc. Inthis system the fuel is contamed in" a cylmdncal
19 || - camster that i is stored honzontally 1ns1de a concrete enclosure Durmg this testlmony I refer to the
20 ||. combmatlon of a camster and 1ts enclosure asa storage module The camsters to be used in the -
'2.1: - ISFSI at SONGS can hold up to 24 fuel assembhes per camster T | |
22’»- Q Was SCE aware of the need for addmonal on51te spent-fuel storage capa01ty when NRC approved
' Z /. construction of the SONGS units? - | | |
25 A. No. The long-term on51te storage of spent filel at SONGS was never cons1dered because SCE
26 : ’assumed that this waste would be transported to an off51te fac111ty | |
NEL| -
28 | ‘nn_c, 2004&: }
i s Tty g T
Application A.04-02-024
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Lo 1371n the.SONG_S Umt 2 or"Umt '3 reactors, their spent-fu_el pools and thé ISF_SI can be estlmated.

o 'that each reactor conta.lns about 7 7 mllhon Curxes (85 kxlograms) of cesxum—l37 wh11e a fully-

Yo
(=)

N
)

Q. Please describe the hazardous radioactive material that arises from the operation of SONGS Unit 2
| ‘and Unit 3. |
A. Each fuel assembly that has generated power in a reaetor contains a variety of radioactiue isotopes,
but one isotope -- cesium-137 -- is especially useful as an indicator of the potential t’or radioloéieal
harm. Cesium-137 is a radioactive isotope with a half-llf'e of 30 years. This iSotobe accounts for
" most of the offsite radiation exposure that is attribu't'able'to the 1986 Ghern‘obyl reactor »accident ‘and
) for about half of the radlatlon exposure that is attnbutable to fallout ﬁ'om the testmg of nuclear _
weapons in the atmosphere Cesxum is a volatlle element that would be hberally released dunng the, :

'melt-down ofa reactor core or durmg a ﬁre ina dramed spent-fuel pool The 1nventory of cesium-

. .-_"v[lable 2 provides such»estirnates. In that table I assume that orie third of the reactor core is
discharged ‘aﬁerf‘ea‘ch 18 months of operation. Also, I assume that the full loading of a spent-fuel
pool 'w’oul'd be 1 732.'5 fuel assernblies’ 'Which’ w‘ould allow for discharge of a fll re'actor core —.217

. ‘fuel assembhes w1thout exceedmg the pool‘s capamty of 1, 542 assernbhes From Table 2 one sees

o loaded spent-fuel pool would contaln about 68 mllhon Cunes (750 kllograms) and one ISFSI module

woul contam about 1 2 mllhon Cunes ( 13 kllograms) As a companson the Chemobyl reactor -

' _ _‘acc1den of 1986 released about 2. 4 rmlhon Curies (27 kllograms) of ces1um-137 o the atrnosphere
# That 'release repres_ent_ed 40 perCent of the 'Chemobyl reactor core's mventory of 6 rml_hon Curies (67

' Kilograms) of cesium-137." Atmospheric testing of muclear weapons led to the deposition of about

CC, 2001; SCE; 2002,

6 - Testimony of Gordon 'Ihomuson
December 13, 2004
Application A.04-02-026 .




1 - 20 million Curie_s (220 kilograms) of ces_ium-137 across the land and water surt'aces of the Northern |
2 Hemisphere.®
3
4 ) ‘ _ '
1. NUCLEAR POWER PLANTS AND NATIONAL SECURITY
6 Q. Please describe the security threat to nuclear power plants and their spent fuel
7 || A. The Natlonal Strategy for The Physrcal Protectron of Cntlcal Infrastructures and Kev Assets, whrch
8 was publrshed in February 2003 1dent1ﬁes nuclear power plants as key assets deﬁned as follows
9 . "Key assets represent mdrvrdual targets whose destructron cou]d cause large- ale mJury, -
~death, or destructron of o ert a and/or rofoundl dama € our natronal restr e, and o
10 P P )’ P y g P 8
conﬁdence Mo oL e 0 e L " :
11 - ' S ’ '
12 B Promlnent ofﬁcrals, such as the Charr of the N at10na1 Intelhgence Counc1l Robert Hutchmgs have
' 13 »_concurred on the securrty threat posed by nuclear power plants
‘1-4 MTargets such as. nuclear power ‘plants; water treatment facilities, and other public utrhnes are
high on al-Qa’ida’s targetmg list as a way to sow panic and hurt our economy. . . . Just this past' ‘
15 year, al-Qa’ida aftacks in Kenya Sandi Arabia, and Turkey have demonstrated the _group’s L
C " impressive expertise to build truck bombs, anid we ‘are concerned it will tiy to matry this e
16 ‘ ~ capability to toxic or radioactive material to increase the damage and psychological impact of an .
o ~attack. . . I'have already detailed the terrorist thréat and feel it is importanit to point out that . .
17 - accordmg to-State Department statistics, more businesses are targeted in terrorist attacks than all
18 + “other types of facilities- combmed US mterests both:abroad-and at home, as well as US citizens -
_worktng abroad, are prime targets for terrorist groups seeking to damage the US economy and -
1'9 ‘ affect our way - of life. - “High-profile facilities such .as nuclear power: plants, oil and- gas
production, and expott and receiving facilities remain at nsk moreover al- Qa 1da and other g
20 || : ’terronst groups targets and methods may be evolvmg " o e . '
21 {|Q.- In your oplmon is the concern expressed by Chamnan Hutchmgs Justrﬁed?
22 ; | A. Yes. Nuclear power plants-and therr spent ﬁ.lel are, in my OplIllOIl likely targets in a sophisticated ‘-
23
B attack on the Us homeland, for both syrnbohc and practrca] reasons. An 1rnportant symbohc reason
24"
' 'is the connectron of nuclear power plants wrth nuclear weapons. The US governnent Justl‘ied 1ts ,
March 2003 mvasron of Iraq in large part by the poss1b111ty that the Iraq1 government m1ght have
_ W]nte House 2003 , page 7 B
T 7 7 Testirnony of Gordon Thompso!
. December 13, 200
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1 A- ’v-An attack ona US nuclear fac111ty would be exther an act of msamty or an act of mahce An insane

4+ 1| ' Huichings, 2004.

acquired a nuclear weapon. Yet, our government flaunts its own superiority in nuclear weapons and
rejects the constraiht of its weapons by international agreements such'as the ,Non—,Prolife'ratiion :

' Treaty Asan approach to international security, th1s pohcy has been cnt1c1zed by the director

. general of the Internatlonal Atonnc Energy Agency as "unsustainable and counterproductlve".lz It
‘would be prudentj'to assume that this poliCy will inotiv'ate terrorist groups to.respo-nd' asyrnmetrically _

 toUS nuclear supenonty, ossrbly through an attack ona US nuclear power plant and/or its spent

fuel. From a practlcal perspectlve, nuclear power plants and ISFSIs are large, ﬁxed targets At v

present as shown below these fac1l1t1es are hghtly defended In the eyes .of'an enemy, they ¢an be ’

regarded as pre-deployed radlologlcal weapons that could release large amounts of radxoactrve :

- matenal :

Q. -What types of attacker should we <:ons1der‘7

; -attacker would have no pohtlcal purpose but a mahcrous attacker would be pursumg the pohtlcal ‘ |
- ;obJectrves of a domestlc or forergn constrtuency Currently, concern about attack is focused on -
forelgn enemies and their domestic sympathizers. These groups are not the only sources of threat,
" but they d‘eserve spec'ial c'ohsider:ation because their objectives relate to US foreigrr policy and’ |

Q. What general actions can be taken in response to the threat of a foreign-origin attack?
A. There shotld be a mixture of offensive and defensive actions. “Offensive” refers to efforts to

' destroy or incapacitate attackers before they attack, and “defensive” refers to protecting ourselves

- from attack. The need for a balance between offensive and defensive actions was recognized by a

" Deller, 2002; Scarry, 2002. ;-
1 ElBaradel 2004, page 9. _
o 8 _w.  Testimony of Gordon Thompson
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Q.. Do you agree w1th thls statement? S

A. No To deter attack the natron need not scrap every modern technolo gy or mfrastructure asset.

'
<

htgh-level task force convened by the Counc11 onF ore1gn Relatlons In an October 2002 report thls

group stated:' -

“Homeland security measures have deterrence value Us counterterronsm 1mt1at1ves abroad can
be reinforced by making the US homeland a less tempting target. We can transform the
calculations of would-be terrorists by elevatmg the risk that (1) an attack on the United States will .
fail,-and (2) the dlsruptlve consequences of a successful attack will be minimal. It is especially

- critical that we bolster this deterrent now since an inevitable consequence of the US government’s
stepped-up military and dlplomattc exertions will be to elevate the mcentrve to strike back before,
these efforts have thexr desxred effect” : : : : :

Q How would you descnbe the current level of defenswe action at nuclear facrhtres‘? :

nly a hght defense for c1v1han nuclear faclhtles It does not requn-' e
; .rneasures that reﬂect the actual securrty nsks In effect NRC rej ects the advrce of the Councﬂ on |
Foreign Relatlons task force that I quote above An exphcrt re_]ectlon of thlS type of advrce was
| artlculated by the NRC chaxr, Rlchard Meserve, 1n late 2002 14 o

“If we al 1ow terrorist tnreats to determine what we build and what we operate we w1ll retreat into -
“the past — back to an era w1thout suspension bridges, harbor. tunnels, stadiums, or. hydroelectnc
. dams, let alone skyscrapers hqurd-natural-gas terminals, chemical factories, or nuclear power
o plants ‘We_cannof eliminate the ferrorists® targets, but instead we must eliminate the ferrorists .
themselves. A strategy of risk avoidance — the’ elimination of the threat by the elrrmnatlon of
o potentlal targets. - does not reflect a sound response > : SR S '

Instead potenttal targets can be ranked by thelr attractiveness as targets for attack Then each target

: can recelve a level of defense that is commensurate w1th 1ts attractrveness The chosen level of
defense would aim to reduce the hkehhood of a successﬁﬂ attack and the consequences of an attack.
: .In mstances where the cost of provrdmg the chosen level of defense appears prohrbltwe the target

e .can be replaced by another more defensrble fac111ty or act1v1ty that serves the same purpose

Q What is the 51gn1ﬁcance of NRC’

S pproach to curxty at nuclear fa

B Hart et al 2002 pp 14-
14Meserve 2002a, page 22

L9 . : . Testxmcny of Gordon' Thompsor
’ - December 13, 2004
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| A. No: As discussed above, deferlsive capabilities are equally important. In addition, the US

- - T I NI TR

|| IV. PRESENT NRC REQUIREMENTS FOR DEFENSE OF NUCLEAR POWER PLANTS

B A. Regulatmn 10 CFR 50.13 remains in effect 16 Nevertheless expenence has forc' d NRC to i

|| ™ Federal Register, Vol. 32, No. 186, 26 Septersber 1967, page 13445.

A. Without any public debate, and apparently without any analysis of strategic risks, NRC has chosen
to rely primarily on US offensive capabilities to protect naclear‘power plants.

Q. Do you believe that thls is an.adequate approach?

gOVernment's‘offehse-dominate_d, response to _terr_orism has proven. to be costly in terms of fractui-ln g
‘alli'arices' and arousing. hostl‘lity wOrld'vvide. If any'thi’nfg, this "offehsi-ve approach has increased the
- nsks of terronst attack in the US Drawmg a balance between defendmg key assets and pursumg
securlty through offenswe actlons isa cruc1a1 ‘but not always understood aspect of homeland—

security pohcy.,

Q. Bneﬂy 'cle‘s‘éﬁbe thehlstory of goverhhterllt regulatioh' of Securlty at nilclea'r- power’ plants.

A. NRC's bas1c pohcy on the protectton of nuclear facxhtles from attack is set forth in 10 Code of
Federal Regulattons (CFR) § 50.13. This regulatron was ortgmally promulgated in September 1967
by the US Atomic Energy Commlss1on (AEC), the predecessor of NRC. It states:'* |

"An applicant for a license to construct and operate a productron or utilization fac111ty, or
for an amendment to such license, is not required to provide for design features or other
measures for the specific purpose of protection against the effects of (@) attacks and -
destructive acts, mcludmg sabotage, directed against the facility by an enemy of the
United States, whether & foreign govemment or other persori, or (b) use or deployment of-
weapons 1n01dent to US defense act1v1t1es " .

Q. Has th1s policy changed over tlme‘?

llcensees obhgatlons to defend nuclear fac111t1es A serles of eve

ony of Gordon Thompsory
December 13, 2004
Application A.04-02-026
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A. After the events of September 11, NRC concluded ’that its requirements for nuclear-facility security

1| the US military.

'® The quoted language is from page 2 of NRC's order of 25 February 2002 to all operating power reactor licensees. Almost 1{

e " Meserve, 2002b.

the World Trad_e Center in New York 'forced NRC to introduce a rule in 1994, requiring licensees to| ~

7 The terrorist events of Septer'nber-ll 200

defend nuclear power plants against vehicle bombs
have forced NRC to require additional measures, descnbed below. Yet, as shown below NRQ

currently requires only a hght defense of nuclear facilities.

Q. What was NRC’s response to the events of September 11, 2001?

lxcensees in October 2002 requlrmg "certarn compensatory measures also descnbed as "prudent ;
'mtenm ~-measures whose purpose was to- "prov1de the Comn‘ussron with reasonable assurance that
the pubhc health and safety and common defense and secunty contmue to be adequately protected in

the current generahzed-hrgh—level‘ thr‘,eat env1ronment-"..l-3{- The addltlonal measures requlred'by- these

: _,orders were not pubhcly drsclosed but the NRC chau' stated that they mcluded 19
o ‘(1) 1ncreased patrols
. ‘(11).augrnented secunty forces and Capab.ilities; .,
(i) addmonal secunty posts, |

. Ie(w) velncle checks at greater stand—off dlstances

' (v) enhanced coordmatron w1th law enforcement and mllltary authontles |

(v1) add1t10na1 restnctlons on unescorted access authonzatlons, o

16 Regulatlon 10 CFR 50. 13 does not preclude the US government from defendmg nuclear power lants Indee ! the NRC
chair has stated (Meserve 20023, page. 22) that defense of nucl '_ plants agamst : ired,

7 Final Rule, Protectlon Agamst Malevolent Use of Vehlcles at Nuclear Power Plants, 59 Fed. Reg. 38, 889 (1 August 1994)

identical language appears in NRC's orders of 23 May 2002 to all decomxms lonmg power re

hcensees aﬁd 6 Octobe .
2002 to all ISFSI licensees who also hold 10 CFR 50 llcenses '

Testimony of Gordon Thompson
December 13, 2004
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'NRC also estabhshed a Threat Advisory System that warns of a pos51ble attack on & nuclear fac1hty

~ This system‘ uses ﬁve color_-cpded threat co_‘ndmons ranging from green (low nsk‘ of attack) to red

' Homeland Security.

. What types of defensrve measures does NRC requrre‘?
Preggnh NF
_ WthhNRCdlSCllSSGS ur‘iderrthe;heading ﬁ!physical protectioﬁ". A's“d'escribed in »_Section_..yll,_helow-,
- site security.is gggpf_,i.fo.urzwpes- of measures that, taken io:g‘ethe’r;_i_could}pf;otéide.;a;dc;_.fgnéﬁ,ﬂl{g.leé?t!l |

' :f“g?m?:t:_?@ts of -marlice,or ir_rs"zinity. The other three types of meaedr"e's"ere":facilit‘yﬁrbbustnees; ;(lierna'ge
control;, and ehfrergehcy response _‘plann_'ihg. With some hmited . ekceptiens, ,.-these—fl.'meas.qres_ _are '
1gnoredm present NRC reﬁuirerheﬁte' for nhclear-faciiity defense.?? |
. F'What is meant’by-“'physica-l‘ protection” in terms of NRC security requirerrrents_?. R

A. At a nuclear power plant or an ISFSI, NRC requires the licensee to implenient.a-set of 'phjfsical

L -
© 00 .

g within 'fdeﬁned areas with increaSing levels: of s‘ec‘urity -~ Within the .outermcst physi‘cal prote'ction’ E
. area, known as the Exclus1on Area, the hcensee is expected to control the area but is not requ1red fo

o employ fences and guard posts: for this purpose Within the Exclusmn area is a Protected Area

N
oo

- points of entry. Authorization for unescorted access within the Protected Area is besed on

|l background and behavioral checks. Within the Protected Area are Vital Arees'arrdils/laterial Access |

- (vii) plans to reepond to plant damage from explosions or fires; and

(vm) assured presence of Emergency Plan staff and resources.

(cevere risk of attack). -':I‘hese' threat conditions conform with those used by.the Department of |

equu'ements for the defense of. nuclear facrhtxes are. fccused prlmarllv'b

protection ‘measires. According to NRC, these m‘eascres provide defense in depth by taking effect

encor_npas_sed by physical barriers including one or more fences, together with gates and barriers at

B )

12 ) Testlmony of Gordon Thompson :
' December 13, 2004
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Areas that are protected by additional barriers and alarms; unescorted access to these locations
' requires additional authorization. Associated with the physical protection areas are measures for

 detection and assessment of an intrusion, and for armed response to an intrusiOn.-i Measures for

g notrfy the site secunty force. Then, secunty personnel seek addrtronal mformatron through means

[ :v'protectlon areas. and thelr assocrated barners together w1th the desrgn of measures for mtrus1on
. detectlon mtrusron assessiient and-armed respotise; is reqmred to’ accommodate a "des1gn basrs -

. ”threat" (DBT) Specrﬁed by NRC

: sources of hazard are the reactors and the spent-fuel pools In theory; both of theseltems recelve‘the .

same level of protectron agamst attack but in practice the reactor has been the main focus of

g attentron “The DBT: for an ISFSI 's less demandmg than that for a nuclear | power plant, as dlsc
- below: V |

Q.. What is the DBT for a fiiclear power plant? -

mtrusron detection mclude guards and instruments whose role is to detect a potent1a1 mtrus1on and

such as drrect observatron and closed—crrcult TV cameras, to assess the nature of the mtrusron If

Judged approprrate an armed response to the 1ntrusron is then mounted by the s1te secunty force, ,

potentrally backed up by local law—enforcement agencres and the FBI The des1gn of physrcal

A DBTis asetof charactenstrcs ofa potenual attack ona nuclear facility 1t provrdes a basrs fi the

desrgn and: assessmient of defensrve teasures. At a nuclear power plant such as SONGS the maJor

| For informatipn about NRC's requrrements -- expressed in regulations, rules and orders for nuclear-facrhty defense, se
the NRC website (www.nrc.gov); NRC, 2004a; Markey, 2002; Meserve, 2002b; Meserve, 2003 NRC, 2002.
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: 2' 10 CFR 73 1, Purpose and Scope from the NRC web site (www nre. gov)

| ISFSls. -

A In Apnl 2003 the DBT for a nuclear power plant was revrsed but NRC announced that the features
of the revised DBT would not be pubhshed The prevrously-apphcable DBT had the followmg

' features

"(1) A determined violent external assault, attack by stealth, or deceptive actions, of .
several persons with the following attributes, assistance and equipment: (A) Well- trained
(including military training and skills) and dedicated individuals, (B) inside assistance
which may include a knowledgeable individual who attempts to participate in a passive
- role (e:g., provrde information), an'active role (e.g., facilitate entrance and exit, disable
alarms and communications, partrcrpate in violent attack), or both, (C) suitable weapons,
up to and mcludlng hand-held automatic weapons, equrpped with srlencers and havmg
. effective longrange accuracy, (D) hand-carrred equlpment mcludrng mcap
agents and explosives for use as tools of entry or for otherwise destroying reactof,
facility, transporter, or container integrity or features.of the safeguards system, and (E) a
~ four-wheel drive land vehicle used for transportmg personnel and their hand-camed
s equrpment toithe proximity-of vital areas, and . .
(i) An mternal threat of an insider, mcludrng an employee (m any posrtron) and (111) A
- four-wheel drive land vehrcle bomb." : : :

In announcmg the revrsed DBT in Apnl 2003 ‘NRC stated 2,

"The Comrmssmn beheves that this DBT represents the largest reasonable threat agamst '
whlch a regulated pnvate secunty force should be expected to defend under ex1st1ng
law :

Q. What is the DBT for an ISFSI'7
A NRC's April 2003 order revising the DBT d1d not mentron ISFSIs A Nor was there mentlon of a

I

rised DBT inan A gust 2004 NRC order requlnng addrtlonal secunty measures at ISFSIs 24

Thus itcan be mferred that the prevrous DBT contmues to apply to ISFSIs 2. For an ISF SI the

prev10us DBT was the same as for a nuclear power plant except that it d1d not 1nclude the use of a

22 NRC Press Release No. 03-05 3, 29 Apnl 2003.
23._Collms 2003,
24_Federlme, 2004. 7 N S ' ' C )

A"September 2004 NRC document stated (NRC 2004a, page 22) that NRC has conducted vulnerabrhty assessments for
dry-storage modules used at ISFSIs, specifically evaluating two different threat scenarios: "a large aircraft impact similar in
magnitude to the attacks on September 11, 2001, and ground assaults using expanded adversary characteristics consistent
with the DBT for radlologrcal sabotage". This statement is consrstent with retention of the prevrously—apphcable DBT for

.]4 ' Testimony of Gordon Thompson
December 13, 2004
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_ Q.' If the current DBT for nuclear pewer plants is not pubhshed how can one know what it contains?

A. Tts general charactenstlcs can be mferred w1th reasonable conﬁdence Four maJor cons1deratxons support such

- R R R R N VR N

19

1% 10 CFR 73 1, Purpose and Scope, from the NRC web site (www nre. gov) - AT
21 An ISFSIat a reactot site may receive some additional security protection as a result of its proxnmty to operatmg reactors
_{].on the site.. This addltlonal protecnon will not apply if the ISFSI is located far from the reactors orona dlﬁ'erent portlon of
- || the site.". = : e . , . S
, '.strrsche al, 2003 L
# POGO, 2002; Brian, 2003.

'

| four-wheel- dnve land vehicle, elther for transport of personnel and equipment or for use as a vehlcle ‘

bomb Th1s was true whether the ISFSI was at anew site ora reactor 51te Thus,anISFS

reactor site would be less protected than the r'eacfd'rs‘"aiid spent'-mél p'o"ol's‘ at that site:” At & reaétor |

' site"or“’a"'héw_ s’i’té;*%ﬁffi’stI ‘ﬁ&*ﬁif‘b’e»vuin-erable-»to f-at't-ack"-‘by"a‘vehiclé"b’dtr'ib’?7“"

an mference Flrst the new. DBT must be con51stent w:th 10 CFR 50 13 Second : he DBT does not: exceed

._would be discernible by the pubhc'e:! The absence of v1s1b1e change mdlcates that a credrble air defense has ngs '

been deponed "'Als the’ addmo 1 costs of 581te secunty that have been reported by nuclear-plant hcensees

1ndlcate that site secunty has undergone only mcremental change _
Q In your op1mon what 18 the general nature of the new DBT"
A. »sThe new DBT remams focused ona ground assault by a comparatwcly small group of hghtly-armed
' __._attackers The most destructlve mstrument 1ncluded in the DBT is probably a vehlcle bomb The :
: new DBT probably does not allow for aenal or mult1—moda1 attack by a commando-type force It -
| probably does not allow for ant1 tank m1ss1les or lethal chemlcal weapons T here is probably no

provision for an attack using a commermal or gene_ral-av1at10n aircraft, with or without a load of fuel

15 ' Testimony of Gordon Thompsol
' ' December 13, 200
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. You have drscussed NRC requlrements for defense of nuclear power plants and'

**‘requirements are -inadéquate‘m view of the -natu're :of':the'.thr_ea_t and the-need to_balance o_ffensrye and|.

V. RISK OF ATTACK ON NUCLEAR POWER PLANTS AND SPENT FUEL -

Q. What are the factors that should he;considered in defending a-nuclear facility against the threat of an

A. Before, decxdmg upon the level and type of defense of a nuclear power, plant and its spent fuel agamst .

or explosive. Thereis no provision for attack using a nuclear weapon. . The insider threat probahlyp
does ‘not include carefully-planned, sophisticated interventions by key ern‘p'loyees.  Also, the new
DBT does not apply to ISFSIs, so it can be assumed that ISFSIs continue to receive alesser rdegree
of protectio‘n than nuclear power plan_ts. Finally, the ‘scale-of the presumed attack is such that backup
for the-lice'nsee’s sit‘e-securi_ty‘force continues to beprovi‘ded‘bvy local law-'enf()rcement agenciesand
the FBI, rather than the US military. | |

: ent fuel mcludmg __

your understandlng of the general nature of the current DBT Please surhmarize your conclusxons

regardmg these requlrements

ir nly a lrght defense of nuclear pewer pla:nts and spent fuel- __E_These

+ defensive means of proteeting the nation:

attack?

the threat of an attack a decrslon maker should assess the nsk ofa successful attack In this context
the concept of nsk encompasses vulne'rabﬂlty to attack, and the probablhty and consequences of

attack. In assessmg risk, one should assume that attackers are technically soph1st1cated and possess

' consrderable knowledg about 1nd1v1' _al nuclear facrhtres

16 ’ G o Teshmony of Gordon Thompson
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,__PIUS design.?! However no US- cmhan nuclear: facrhty has been de51gned to re51st attacki C ARy -

the fuel.in the reactor and the pool(s) bemg 1mmersed m ,i,ater Moreover, that water must be

- contrnually cooled to remove ﬁssron heat or: radxoactrve decay heat generated in the fuel Vanous

. systems are 10Cated inside reinforcedaconcretei st'ructures -~ such as the reactor auxiliary building --

el structure. At some’ plants but not all;: the reactor contatnment is a concrete structure that is hlghly :

»remforced and comparatlvely robust Spent-fuel pooIs have thrck concrete walls but are typlcally |

](earthquake, ﬁre equrpment farlure human error, etg. )'l.- '
. What are the pomts of vulnerabﬂlty of a nuclear power plant‘7

The safe operatlon of aUS commercral reactor and 1ts assoc1ated spent—fuel pool(s) depends upon

: that provide some degree of protecuon agamst attack. The reactor 1tse1f is 1ns1de a eontalnment

- covered by -hghtwerght :str—uctures.

.- Could attackers exploit points of Vi

general terms, of potential modes and instruments of attack willz not assist attackers. Indeed, sucha | -

AT

discussion is needed to ensure that appropriate-defensive actions are t'aken.3°

capacrty that a facrhty has in this respect isa byproduct of dcmgmng to account for other fact gy

systems are used to ensure that water is avatlable and is cooled; and that other safety—related

functlons <~ such as shutdown of the fission reaction when needed -- are perfonned Sorne of the

relevant systems -- such as theele_ctncal- switchyard -~ are-hr'g_hlyrvulnerable to-attack: _O_ther

iéfability

ild-obtaina large reléass of radivactive material-from a muclear

the'tieed for brutd -

 of nuclear-facility vulnerability, see: Thornpson, 2063; Thompson, 2002a ‘ : ‘
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j'" Hannerz 1983,

_documents is: Collins et al, 2000. For more recent analyses of spent-fuel-pool fire see: Alvarez et al, 2003; Thompson

force, 'knowledgeiab-le_;;attackers»:-vvould seek to unleash sources of energy (radloactjve,_.-clecay.,heat,,._
stored-thermal energy, energy of chemica_l reactions, etc.) that are_ already present in the fac111ty In -
th‘ei‘r planning, 'attackers could, beneﬁt. from -the large published. literature . of probabilistic risk
- assessment (PRA) in the -context of nuclear power plant accidents.’ 2 Attackers could hmder damage—
control efforts by mcapacrtatmg plant personnel through means that mclude a release of short-hved
" . radioactive material from a reac.tor-core- S |
Q. | Is SONGS unusual in its robustness or Vulnerablhty?
A. SONGS Umt 2 and Umt 3 are typrcal representatlves of the PWR nuclear generatmg units that are
common in the USA The two reactor containments are comparatxvely thlck~walled concrete v :
“structures. My understandmg is that the two spent-fuel pools are: partlally sunk below grade level
-These desi; gn features provrde some protec’uon agalnst attack Nevertheless S.NGS has several
: pomts of vulncrabrhty that: wrll be evident to. mformed readers of PRA: l1terature |
Q. Are you concemed about the hazard posed by the spent-fuel pools at SONGS Unit 2 and Unit 3?
A.: Yes. The vulnerab111ty of the Unit 2 and Unit 3 spent-fuel pools deserves speclal cons1derat10n for
~ two reasons: - First, ‘each pool now- contains an amount of long-llved radloacuve miaterial that iy
substantially lar-ger than the amount-in 'avreactorcore. “As shown in Table 2,a full -pool will contain

-mne tlmes the amount of ces1um-137 that is in an- operatrng reactor Sec ] d,_ the- potentral forgq -

- pent-fuel—pool ﬁre exists because the pools have been eqmpped w1th hrgh den51ty racks. Loss of
watet ﬁom a pool could cause some or all of the fuel in the pool to’ self-lgmte and bum releasmg 4

large arnount of radloactlve matenal to the atmosphere ThlS potentlal ex1sts because hlgh dens1ty

The state of the art for reactor PRAsis 1llustrated by: NRC 1990 B

spent—fuel-p 1 fires. . The most tecent of thesd

Testrmony of Gordon Thompsory
December 13, 2004
Application A. 04-02-024




Pt

© 0 ~ O » A W N

— S © ® 9 O R W R,= O

SR LN DN NN
0 <N AN Ww AW

© solid, neutron-absc’rbing._panels.“ In the ahsence of water, this conﬁguratioh allows ohly one"mod
- of circulation of air and steam around a fuel assembly -- Vertically upward,with-in the conﬁnes of the
‘neutron-absorbing 'p’a_nels.'._ This mode:of circulation provides“less effectiVe transfer of radioactive -

- decay.heat than would .o.,ccur;in' alow-densi_ty,‘ open-frame rack. Moreover, th_e .upward.ﬂow of aJr o1

- . steam -cou'ldhe blocked by residual water or debrls. Thus, across a.broad- ran.ge of conditions, loss of

’where a self-sustammg, exotherrmc ox1dat1on reactmn of the claddrng thh air or steam beglrls

: -Other exothernnc oxxdatron reactlons can also occur For sunphc1ty, the occurrence of one or more ‘_

) '*of the pos81b1e. re‘ac-tlons can be'vireferred-'-to as a’ poolvﬁre. ' =
Q Does the proxnmty of a spent—fuel pool toa reactor create a spec1a1 hazard? |
A. Yes The combmatlon of a pool and 2 reactor, as exists at. each of SONGS Umt 2 and Unit 3, poses |
. a-greater risk than is posed by either item separately ‘The presence of the reactor mcreases the ns

- posed by the pool in two ways "First, an attack on the reactor could release a large amount of short-

the pool, thereby,contributmg-to’the initiation ofa pool'ﬂre.' Sec'on,d’, "at each refueling of the reactor,
C the pool receives spent fuel w1th a comparanvely hlgh level of: heat output rom radloactwe decay g

i Under attack condmons the presence of thrs fuel could lead to comparatwely rapld evaporatron oi

N
N

. fire. Conversely, the presence of the pool increases the risk posed by the:reactor, beeauseithe release

racks have a cloSed structure in which, to suppres_s criticality, each fuel -assembly_ is surrounded by -

water from a h1gh densrty pool W111 cause the temperature of the fuel claddmg to r1se 1o the polnt

lived radioactive mat,en_al that_ -pr’eclude_s access by personnel_.to prov‘lde cooling or water makeup to'

poo.l’:water and/or ignition of expo'sed..fuel; _thereby'mcreas_mg"the conditional probabthty of ‘a p_001

2003 and Thompson, 2002a The NRC Staff stated in March 2003 (NRC, 2003, page 10)
ana1y51s of a spent fuel pool accident scenario", but this analysls has not been p fhshed ‘
Cntlcahty isa s1tuahon in which a nuclear fission reactmn becomes self-sust: ni ‘

has completed an "integral - -

- Testimony of Gordon Thompsor]
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Q:Could an attack-on part of SONGS lead to acascadmgsequenceofeventsv -
AYes A .focu'sed attack: at.one.or. rnore . locations could .trigger a seqnence 'of- events that 'would at |
. worst, mvolve large releases of radloactn/e matenal from both of the operatmg reactors and both
. ‘,:«.spent-fuel pools Yy
Q. Do you beheve that an attack ona cwlhan nuclear facrhty is pos51ble‘7 .
A Yes. Ibelieve that a determxned and sophrstrcated attack onaUS nuclear povl/er nlant and/or its
' spent fnel isa realistic p.ossi‘bilit-y-.-. ‘There is a large amount of publicly’availab’le"infOrmation on the
.fdésig’ﬁv('j',f. g;,omnaercial.nuclear power pla‘rjt- facilitlcs, aswell as the anl_ount,r_“locati'on, and rnethod __of |
? storage of "ra_t_lio.activ.e naaterlals at "eachi plant.. Much iis. known about the nature of the security . -
: m'easures at each plant'",fincluding th'e fact—-that‘there*ar'e-’no secu’rity'rmeasures-desigrled'speciﬁcally to
: a’.ddres’s' attacks from the air.- Not Onlsi_ does the nuclear-plant defense currently required by NRC ot
- address tlie full spectrum of potential threats, but T believe that the US government's curfent policy

' of addressing terrotism throughan offense-dominated strategy is increasing the threat of terrorist -

- Would an’effective attacklrequir_e ‘weapons niot generally available to ci‘yilians?;-_-:-z

A. Notnecessarily. A ﬁu¢1ear‘po§vér plantor an ISFSI could be attacked us,ing one or more of a varlety
1 of mod‘es and instrnmen'ts'. Table_-3’ showsb.a selection of potential modes and insn'un1ents, '

- su'rnmariz'es their kéy’ characteristics and describes the deféfises that are currently mounted against‘
A} | them. One of the potentlal 1nstruments of attack shown in Table 3 is an exploswe-laden smaller

I:  aircraft. In this connection, it is noteworthy that the US General Accountlng Ofﬁce (GAO)

of radioactive material .from a pool fire could preclude access by personnel whose presence iy

needed to keep the reactor in a safe condition.

;,_&0 SLL ‘MW

attack.
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1 expressed concern, in September 2003 testimony to Congress, about the potential for malicious use |
p y
_ 2 ~ of general-aviation aircraft. The testimony stated:
' “Since September 2001, TSA [the Transportation: Security Administration] has taken
4 limited action to improve general aviation security, leaving it far more open and
» potentially vulnerable than commercial aviation. General aviation is vulnerable because
5 * general aviation pilots are not screened before takeoff and the contents- of general -
6 aviation planesare not screened at any point. General aviation: includes more than
200,000 privately owned airplanes, which are located in every state at more than 19,000 -
7 airports. Over 550 of these airports also provide commercial service. In the last 5 years,
about 70 aircraft have been stolen from general aviation arrports 1nd1cat1ng a potent1al
- 8 - 'weakness that could be exp]orted by terronsts " o o
9 Q Is there a form of exploswe that causes you spec1a1 concern"
10
|A. Yes.-Iam especially concerned that a shaped charge might be used in an attack: ona nuclear facility.
11
' {2 ‘ Shaped charges have many civilian and military apphcatrons and have been used for decades They
13 are. used for example, as human-carned demohtron charges or as warheads for antl-tank m1ss11es
14 The largest known shaped charge was the German MISTEL developed late in World War II.- This
15 ‘dev1ce was 2 meters in. diameter, had amass of 3, 500 krlograms and contamed 1,700 kllograms of -
16
o explosrve. It was carried in the nose of an un-ma_nned bomber aircraft. The J apanese used a smaller
17 ‘ - : I : _ o
l8 - version of this device, the SAKURA bomb, for kamikaze attacks against US warships.* Y'R:ecently, a
19 US government laboratory has developed and described in a published report, a shaped charge |
20 specrﬁcally intended to penetrate large th1cknesses of rock or concrete. 37 Th1s devrce is, mtended for|
. . . 1 .
21 ‘mountmg in the nose of a cruise missile. The charge isa cyhnder w1th a dlameter of 71 cm and a
22 .
: length of 72 cm. 1t has a total mass of 410 kilograms and contains 270 kllograms of Octol exploswe
23
2‘4 , When tested in November 2002, this device created a hole of 25 cm drameter in tuff rock to a depth
25 - of 5.9 rrle_ters.' The charge's parpose is to be the first stage of a "tandem" warhead, opening ahole in
- 26 rock or concrete so that the second stage can penetrate deeply into the attacked structure before
27 || — |
" 28 ||* Dillingham, 2003, page 14.
. 21 ‘ Testimony of Gordon Thontpso
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o ‘assum'e that sirnilar efforts will be-mounted in the future, ;Sec'ond- ‘senior officials in'the US

- high levels-of v1olenCe; Fourth, the expenence of the 20th century, 'durmg which the US homeland

1Q. 'What 1s your estimate of the potentlal release of cesrum-137 from SONGS in’ the event of an attack?

36 Walters 2003,

_ The webstte wWWW. aircraftdealer.com, accessed 6 November 2004.

explodmg This charge by itselforina tandem conﬁguratton would be within the payload capac1ty
. of many general-av1at10n aircraft. In 111ustratron a Beechcraft King Air 90 will carry a payload of

up to 990 kllograms ata Speed of up to 460 km/hr. BA used King Air 90 can be purchased in the

USA for $0.4-1.0 million:* |

Q. Can =the_probabi’lity'of a 'successful attack on a US nuclear power plant be estimated?. .

A. There is no statistical basis for such an estimate because there has been no determined attack on a 7-
Us plant Itis prudent to. assume that an attack ona US nuclear power plant wrth a substantral
condrtlonal probablhty of success isa reahsttc p0551b111ty Thrs conclusron arises: &om the |

| followmg quahtatlve consrderattons Fu'st the scale of the planmng and resources needed to mount
. -an attack ona nuclear power plant with a substantral condrtlonal probabrhty of success would be

: comparable to the scale of preparations for the attacks of September 11, 200.1‘;-an,d itis prudent to
ERE govemment have repeatedly acknowledged that nuclear power plants are pnme potentral targets.

: -Thrrd groups hke al-Qa'ida seek hrgh stakes Ob_] ectives such-as pohtmal control of Saudr Arabla and
Lo its. 011 fields, and lnstory tells us that confrontatlons over.such obj ectxves have frequently 1nvolved

suffered only lumted attacks, wrll not. necessanly be repeated during: the 21st century

A As shown in Table 2 each. of the two spent—fuel pools at SONGS w1ll contain, from 2007 or 2008

'--L-_.;,forw_ard,: about 68 mrlhon- Curies (750 kilogr_ams) of cesium-137. Each of the Unit 2 or Unit 3

.faétor cores ¢ tains about 7.7 million Curies (85 kilograms) of cesium-137. A typical dry-storage

371 have withheld this citation. A
38 Raytheon Aircraft Company, "Techmcal Data, Beechcraﬁ King Air C90B", 16 June 2004,
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module at the ISFSI will contain about 1.2 rmlhon Curies (13 kllograms) of cesxum-137 Durmg '

_ 100-pe_rcent; : A sumlar. range of release fractions can b_e assumed for attack-lnduced atmosphenc

- both: -of the- spent-fuel pools and/or the ISFSL Thus the atmosphenc release . of ces1um-137

(C-R R D Y TR N VUR N S

1Q. Are there studres on the consequences ofa large release of cesrum—137?

t';"ff::Yes For example, some of the" consequences of a 1arge atmosphenc release: -of cesrum-137 haye c
»-been estlmated ina recent paper by three of my colleagues They assumed releases of 3 5 or 35»-
'mﬂhon Curies of ce81um-l37 at each- of five nuclear-power-plant sites (not mcludmg the SONGS_ -
IES ‘-.srte),_.;and,es.trmated theroffslte_-economrc»damage. l:‘or a release of 35 rmlll-on-Cunes, the 5-srte?";‘
‘avetage economic .--daxnage ‘was_found to be.about »$400-'billion _ The costs.conside'red were; o

” 'compensatlon for loss: of contammated real estate and other- property, (11) relocatlon costs (111)

decontammatlon costs and (Iv) costs of disposing of wastes generated dunng decontaxmnatmn A

S Na’uonal Laboratones That study 1dent1ﬁed factors that. COuld bias its cost est1mates downward

~including: (i) its neglect of admlmstratlve and support costs that could double the cost estlmates (11)

BN
SHE -

"'-"”fdrstncts, heavy—mdustnal areas, and hlgh rise: apartment bu11d1ngs Consideration of these- factors_ -

would mcrease the $400 bllhon estimate of economic damage In exarmmng human health effects -

spent-fuel-pool fire, the fractlonal release of ces1um-l37 to the atmosphere could range from 10 to

releases from reactor ‘cores or dry-storage modules. An attack on SONGS -could lead to an

atmospheric release of radloactlve materials from one or both of the operatlng reactors, and/or one of

followmg an attack on: SONGS could exceed 100 rmlhon Cunes The actual magmtude of the

release would depend on the attack scenano -

31mple analytrc process was used, -and the authors rehed heav1ly on a 1996 study done for Sandla

its neglect of ht1gat1on costs; and»(m) 1ts neglect of.unpacts on downtown business and commerc1al :

40 Alvarez et al, 2003. .

23 . . - Testimony of Gordon Thompsor} .-
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\_: 1 my colleagues estimated that, for a release of ‘3‘5 million Curies of cesium-137, the 5-site average -o.l _
‘2 additional cancer deaths would be about 6,000 deaths.v These deaths were valued at $4 milli'on each,
3_ yielding a cost of $24 billion. If the.reljease also included short-lived radioactive isotopes, as would|
: ‘occur if a reactor core were involved 1n the release incident, there could be additional cancer -deaths.
A6 Q. Could there be additional lndirect costs? |
7 || A Yes My colleagues consrdered only dlrect costs ansmg from contammatlon of the env1ronment
8 w1th cesium-137. There would be: many add1t10na1 mdlrect costs ansmg ﬁ'om a successﬁ.ll attack on
® a US nuclear power ‘plant, mcludmg the followmg ﬁve types of cost F1rst the attack would |
1(1) . probably lead to temporary or permanent shutdown of other nuclear power plants across the nat10n
1 2‘. | ; :‘.leadmg to ad 1t10nal costs for electr101ty supply -,Second dornestxc and forelgn markets for US
13 | _ agmcultural products and other goods would be‘ depressed by customers fear of radroactrve
_ 140 contammatlon Thrrd the attack would be percelved mternatlonally asa major blow to the USA
a5 thereby affectlng caprtal ﬂows exchange rates and market valuatrons Fourth the attack would -
_ i: ‘ probably lead toa reductlon of c1v11 hbertles potentlally mcludmg a penod of martlal law with
18 3 'long—term negatlve effects on the economy Frﬁh there would probably be large add1t10na1 US '.
7'19 expendltures on homeland secunty and, potentlally, on offenswe rmhtary operatmns In cons1der1ng
- 20 : B potentxal mdlrect costs, note that in 2003 the US gross domestw product was $l 1 000 bllhon exports
21 ”’;‘were $1 300 bllhon, and 1mports were $1 800 bllhon |
._ zj Q ‘How is the above analysrs relevant to th1s proceedmg regardmg SONGS"
P 4 | A Analys1s could be performed to estlmate the d1rect costs of an atmosphenc release of cesmm-l 37
25 | ﬁ'om SONGS Also the accompanymg 1nd1rect costs could be analyzed In the absence of such
g Beyea‘et al, 20
“ Bureau of Eco mic Analysis wcbsrte (www.bea.doc.gov), accessed 27 September 2004 L
S | % Tesimony of Gordon Thompee
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A | As stated in Secnon IV above NRC has mcreased 11censees obhgatrons to defend nuclear fac1ht1es

—
- OV

o
S oN

analyses itis prudent to assume that the direct and 1nd1rect economlc consequences of a successful

attack on SONGS could exceed $l 000 b11hon

VI TREND_S TOWARD ENHANCED DEFENSE OF NUCLEAR POWER PLANTS AND | |

SPENT FUEL

Q. What is the hkehhood that there will be more stnngent requrrements for defense of nuclear power

in the aftermath of terronst attacks 3 One im) ortant step was the adoptlon in 1994 of a rule requu'mg

hcensees to defend nuclear power plants agamst vehrcle bombs Other s1m11ar steps have been -

‘aken pte“‘rbe H L, OO .P-esent trends suggest that the \TRC and/or other arms of the

federal government w111 over the commg years reqmre and/or prov1de further enhancement of the Ry

g
‘r, i
T

- defense of nuclear power plants and spent fuel These trends are evrdent in the general area of ,
_homeland secunty, and in the spec1ﬁc area of nuclear-facrhty secunty
Q. Please descnbe the trends n homeland secunty

Al An 1mportant mdrcator of overall homeland-secunty trends is the level of total expendrture m th1s

area. Rehable data on total expendrture are lackmg, so estlmates must be made One estxmate ot‘

total US homeland—secunty expendlture - by federal state, local and prrvate enntles - shows annual .

expendrture growmg from $5 bllllon in 2000 to $85 b11110n in 2004 w1th antlclpated growth to $130 _

brlhon or perhaps as hrgh as $210 b11hon, in 2010 43 A recent mcrdent 111ustrates the 1ncreased

of Kentucky appro:ached Washington, DC, without 'atﬁmctionjng transponder. Detection of this

December 13, 2004
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< 1 ap'proach triggered a rapid evacuation of the Capitol building and surrounding office buildings. Two
’ 2 || patrolling F-15 fighter planes were directed to intercept the aircra_l’t, but did not reach 1t1n ,time to
. 3 shoot it down if it had pr-'oceeded toward the Capitol. | In discussing this incident, ofﬁ_cials noted ‘that
: . the federal government provides a layered defense. of Washington’ th‘at includes ground-based anti-
6 aircraft rnissiles “ An aspect of the war in fraq 111ustrates the -challenge of - defendlng energy
7 mfrastructure and- holds . lessons for homeland secunty Offshore terminals -are part of Iraq §
8 mﬁastructure for the export of 011 At these tennmals 011 is transferred from=‘underwater p1pel1nes to }_
_9 ' tankers Two: of these termrnals were attacked but not extenswely damaged;-by boat-bomb sulcrde
: 1(1) »m1ss10ns on April 24 12004, Currently, the termmals are. defended by US, UK and Australlan
v12 e -:warshrps and by gun emplacements on-the terrmnal . adar and optrcal 1magery are used to detect
13 .‘ : »v_.approachmg boats An exclus1on zone of 2,000 .rneters rs malntamed Gunners are authonzed to fire
14 at boats approachmg within 500 yards During the Apnl 2004 attacks, gunﬁre from Iraqr secunty
15 forces caused two of the three attackmg boats to explode prematurely
1: || Q. Please descnbe the current trends in nuclear-plant securrty
18 A."-Increasmgly, crtlzens and pubhc ofﬁclals aCross the USA have called upon the federal government
197 to,re—thmk 1ts approach to the defense of US nuclear power plants and spent fuel For example in
20 |} October 2002 the Attorneys-General of 27 states sent a letter to the ma_] onty and. rmnonty leaders of
21 _ the US Senate and House of Representatrves . The le_t_ter _calle_d__ _fo_r ffpassa'ge of legr_slat_ro_n thrs year
. zj to prpit;ect_ ou_r_- states and com_rnunities from terror_i_st: attacl(s _aga_inst_nuclear pouyer_ plants and other
24 i sens_it_rVeLnuel/ea.r_:'fac‘ilitie_s_'.'._ Sne__cial__ attention was drawn to the vulnerability_ ofspe'nt-fuel lpoo_ls "
26 || Setomn 3004,
SN | b + Glanz, 2004.
127 % Letter from. the Attorneys-General of Arizona,:
28 | Maryland Massachusetts , Michigan, Minnesota, M
2 oo T ?faa‘;:tﬁzasa:
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Q. Have Con’.gressional leaders expressed-concem about the vulnerability of civilian nuclear facilities?

- mdependent classrﬁed study on the secunty of spent-fuel storage Congress was motrvated to take

[N}
N

-'|| Majority and Minority Leaders the Speaker f the House and

Congress has not yet acted on this-letter. As another example, the Attorneys.-General of California, -
A

4

Massachusetts Utah and Washmgton, as well as San Lurs Obrspo County and the c1t1zen group San
. Luis Obrspo Mothers for Peace have Jomed in litigation before the US Court of Appeals seekrng q
full evidentiary hearing to examine the threat posed by pbtential acts of malice or insanity at the

‘planned ISFSI at the_DiablO' -'C»_anyon nuclear power plant:

A. _Yes For exarnple Dav1d Hobson Chalr of the House Appropnatwns Subcomnnttee on Energy and

"“-.-»‘Water Development addressed th1s 1ssue in an® August 2004 speech The pnmary focus of h1s )

" speech was US- pohcy on nuclear weapons In that context he stated AT

S don't beheve that pursumg new [nuclear] weapons m1t1at1ves contrrbute anythmg to ‘ouy
natlonal security in the near future. However, continuing to store spent fuel all over the country, )
~often near: ma_]Or populatlon centers, poses a much greater risk to our natlonal securlty "

- Representatlve Hobson argued that raprd development of the proposed Yucca Mountam radloactrv,

© waste repository would be the best way to reduce the nsk to whrch he alluded Itis hkely, however
that contmued slow development or suspensron of the Yucca Mountam prOJect wilt convmce
" Representatwe Hobson and other members of Congress to support enhance defenses at the srtes of

nuclear power plants In th13 COIlIlCCthIl 1t is noteworthy that pubhcatlons by other authors and meg

helped to mﬂuence Congress to request from the 1

nalil Academy of Sclences ('NAS) an

: - .thrs actlon by concern that the NRC was not properly consrdermg the threat to spent ﬁ1e1 48 The
| _study began in'Jz anuary 2004, and a ClaSSIﬁed repo_rt was provrde_d .to Congress in late June or- early

July 2004. Release of an uncl-assi_tfr_edversion

Carolma, Ohro, Oregon, Pennsylvania, Rhode Island, Verrnont, West Vrrgrma Washmgton and Wrsconsm to the Senatd
: _ou‘se_Mm ty Leader, 8 October 2002. .

1 Hobson, 2004.
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A. Yes. Another illustration of the trend toward enhanced deferise of nuclear facilities is the pres-éure

- deﬁmencres ‘As another example the final version of the Coast Guard Authonzatlon Act, whlch

11 * Imside NRC staff, 2003. o
[ * Weil, 2004. '

'early,in'2005. ‘Congress has requeste_d the NRC to "take rec_ommendations of the final NAS repor
seriously and to take actions to address these recommendations at the earliest possible date" * Thers
is"s_,peculation that NAS recommendations for enhancing the security of spent-fuel pools‘ include: (i) |
' | distributing fuel in a pool so that hotter and cooler assemblies are separated; and.(ii) installing opray
e_quiprnent to cle' spe_'nt fuel 1nthe event'that water is-lost from a pool. |
Q. ‘Are other arms of the US government involved in debate or 'action'reg‘a‘rding‘;the. defense of nuc'lear

facilities?

_upon the US Department of Energy (DOE) to 1mprove the secunty of Category T special nuclear
matenal - plutomum and hlghly—ennched uramum At a Congresswnal heanng in Apnl 2004 a

‘ -=aGAO witness and the chair of the cormmttee holdmg the hearing pomted out that DOE's present '
’ DBT -- p'rom'ulg’ated in May 2003 -- for Category I material was. developed too slowly, will be
irnpilemented over too long a period, and is‘inade'qua'te to._meet the threat. '-.‘A_Post_ulated-Th'reat to the

- secu'rity of Cate"gory’i material 'has been articulatect by theinte_ll-_»igence'communi'ty,” ‘For sites that
“handle siviclear weapons, DOE's ’preéent ]jBT represents thé lower range of the. threat-identiﬁed in
the Postulated Threat ‘For otheér Category I sites, the present DBT is 31grnﬁcantly smaller than the

2 -.Postulated Threat 3 It is hkely that DOE will come under mcreasmg pressure to rectlfy these

_passed, the US_' Senate in late July 2004, includes a provr-sron that requires the Coast -G_uard to assess
the Vulnerability of US nuclear power plants to attack from adjacent bodies of water. The Coast

ss.

Guard must complete this assessment within one year and report the findings to Cong ;

5, A Postulated Threat is a hypothetlcal threat that can be used for planmng purposes and is, in effect,
Schwartz 2004 : LA :
T 28 . Testimony of Gordon Thompson
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{1 Wells, 2004,

55 Wells, 2004 page 4,

Q. Have there been recent policy-level developments relevant to NRC's DBT for 'r_r_uclear_ power plants? | -

A. Yes. During the course of litigation before the US Court of _Appeals, NRC committed'ln Septemberé‘*f
2004 to comrnence a formal rul:emalcing to establish a DB_T.-52."- The'currently-prevailing DBT was

~ issued by NRC w1thout any rulemakmg A properly-conducted rulemaking would increase pressure

" on NRC to consider the full spectrum of potentlal threats, which would almost certamly lead to’

requlrements for enhanced defense of nuclear power plants and their spent. ﬂ1e1 Another recent

-~ that NRC cannot currently assure’ that nuclear power plants are. protected agalns 1 e preva1 mg DBT "

: -Also, GAO stated that, "certaln potent1al vulnerabﬂmes such as. a1rborne assaults are currently bemg

1 addressed outside of the DBT" 54, Fmally, GAO stated that the DBT specrﬁed by NRC is s1mﬂar‘,to"

. that of DOE, and that DOE- mtends_.__,to- revrse 1_.ts-D,BT.-5 5; These st_ate'rnents rem_fo.rce my _]ud_gm_ent

that NRC will be obli ged, by events and by pressure from Congress and elsewhere, to r‘eciuire an o

A

L enhanced defense of nuelear power plants and spent fuel.. -

| Q. How has the nuclear mdustry reacted to the trends .you descnbe?

A ?W1thln the nuclear-power mdustry mtematlonally, there is growing reco gmtmn that the mdustry w1ll'

~..be obliged to respond to pubhc: demands for enhanced defense of nuclear power ..plants and spent
" fuel In 1llustrat10n a group of owners of nuclear power plants m Germany has conrracted wrth the
x : annaments company Rhemmetall to mstall smoke-generatmg machmes at then‘ plants to. h1nder the I

. ;approach of hostile an_'cr_aﬁ.‘-v A systern-'of-itlns kind has been ,tested successﬁﬂly-: Iti is sa1d that -full

2 Pubhc szen, Inc and San Luis Obxspo Mothers for Peace had mmated proceedmgs agamst NRC in the us
Appeals (DC Clrcult) On 17 September 2004 the Court suspended the proceedings, directing the parties to: "fil
govern future proceedings within 30 days after 4 rulemaking proceeding has commenced but in no event later th
from the date of this order". , o

% Wells, 2004, page 4.
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' Q What are the 1mphcatlons for SONGS of the trends that you have descnbed above?

“I[A: Ttis reasonable and prudent to assume that SONGS Umt 2-and Unit 3 and their spent fuel w111

- implemiented if the Unit 2 and Unit 3 reactors continued 'epe'rati-ng.-throngh their present license :

5 categones of defenswe meastres: (1) site security; (11) facility robustness; (111) damage cont:rol and

B deple'yment could o_ccuf within one year.® As another example, in.'Ap'ril 2004 the Holtec co'mpany‘
- asked NRC to pll'ov.ideeXpedited -ge'neric approval of partial-underground placement of casks fer dry
storage of spent--fuel. ,»This’ systerh would emnloy the Holtec HI-STORM 100 cask, the type ef cask]
that is to be used, for example at the planned ISESI at the Diablo Canyon nuclear power plant. The .

: top of the cask would pI‘O_]eCt about 2 feet above ground. Holtec has descnbed th15 system as

& 'offermg "the next level of protection against terronst attacks".”’

VIL APOTENTIAL PLAN FOR ENHANCED DEFENSE OF SONGS UNIT 2 AND UNIT3

" :"3""rece1ve an ’enhanced_ defense_ dunng the commg years; ‘In order to est;mate the add_ltlenal:costs_ to-
“"“SCE and other’Plant anefs that could arise from the'provision of an enhanced defense, it is
necessary to articulate a plan for enhanced defense. - Hére, I set forth a potential plan that could be

required by NRC and/or other arms of the federal government. All aspects of the plan would be

: te_rms or beyond: The plan would be partially implemented if the reactors were shut down at an »
*‘earlier point. - |
Q. What are the“'fea't'nres of the 'netential'plan? S

A. ’I assurne that the plan would employ the prmc1p1es of defense in depth and would encompass four

emergency response plannmg

Q. Please .descnbe' the ad.d1t10na1 site-security measures. -

% Reuters, 2004.
: 30 . ' Testimony of Gordon T’hompson
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1 A | Slte-secunty measures. are those that reduce the potential for 1mplemer1tatlon of destructive acts oi- -
2 ' mahce or msamty ata nuclear s1te Two types of measures -- "generic" measures and ' s1te—spe01ﬁc§?§a »
3 ' measures - fall into thls category Genenc rneasures are 1mplemented at off51te locatxons and
: protect multrple sites. The 1mplement1ng agenc1es might have no direct connectlon W1th a pamcula:(
‘6 srte-.»- ‘,Alrhne or auport security measures are examples of gene_rrc measures. Sttefspec1ﬁc measure§
7 would be implemented at or near a nuclear'site- Implemehting agencies would in'clude'.the licensee,
8 NRC and other ent1t1es such as the Nat10na1 Guard The phys1ca1 protectlon measures Now reqmred ,
.9 by. NRC as‘ d1scussed in Sectlon IV | above are examples of s;te speclﬁc ‘measures. Addmonat H
h 1(1) genenc s1te-secunty measures are not discussed here The lack of such a dxscussmn does not nnply
| 12 -;'f,:i-':»»that prcsent measures -of thxs kmd are adequate or opt1ma1 . The. focus here is on srte-spemﬁe
13 1l ,__measures because these measures are d1rect1y relevant to the economlcs of SONGS I beheve that .-
14 | the followmg set of addltlonal s1te-secur1ty measures is representatlve of what u/ould be requrred for -
. 15" theSONGS site under :au enhancedfprotect1on plan: o L M} :
16 e : : : -
_ s (i) Deployment of an aircraft-detection.»svstem that triggers securitv alerts as the exclusion bouudm
19 || o 1s aoproached and cro_ssed; N | |
200 assurhe that the, Sentinel system -- a portable, phased-array radar'system - :would be used to dete'ct:.
21 approachmg alrcraﬁ % Two umts of Sentmel should sufﬁce T e uhits woulg : l ‘
- zj 1 operated b -'the nuhtary, perhaps the. Nauonal Guard or: the, Marme Corps but SCE .and other plant
24 s uld bear, the costs of theu' deplOyment and. operatlon. _;__.The objective of deploymg Sentmel
- 25 ‘. 'A would be to provide cbntinuous detection, traCking and identiﬁcatmn of aircraft near to andw1th1n
_. 26 1 the hjaudatory aircraﬁ_-exclusiou boundary.  This information would be conVeyed to SONGSby _ '
28 ||# Conley, 2004,
. 3 L Teimmlgmin T
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secure, redundant commmlieation links. As an approaching aircraft reached specified distances from|

the plant, with specified vectore, Sentinel wou_ld: trigger a succession of security alerts. -

- (iii) Denlévment of an automated system to destroy aircraft at short range if they are closing on the
. Tassume that the Phalanx system -- an automated gun -- would be used for this purpose.>

.Origiri'all}"f' de'sl'gned to intercep't anti-ship missiles, Phalanx has been modified to intercept"a range of

~ fast- and slow-movmg targets mcludmg mlssﬂes, ﬁxed—wmg and rotary-wmg ancraﬂ,_» and sea-

surface targets.- At SONGS; two Phalanx umts could prov1de rehable coverage VAS for Sentm the

. umts would be owned and operated by the: nuhtary, but SCE and other plant owners would bear the ) |

“{;:costs of thelr deployment and operatlon At nuclear-power-plant 81tes that have a large land area
"w1t_h limited pubho access - such as the Diablo Canyon site -- Phalanx couldvbe activated at most
R tirnes:‘and could*beiprogfaiﬁfhe& to 'h"ave a wide field of ﬁr’e»' The SONGS; site i's"small 'and is
- adj acent to pubhc beaches, the Interstate Route 5 freeway and Camp Pendleton At SONGS
therefore, Phalanx would probably be acttvated only at t1mes of ant1c1pated danger and its ﬁeld of
| ﬁre would be limited. These constramts would reduce the effectlveness of Phalanx at SONGS

(1v) Ex Eansmn of the DBT, béyond that now § ec1ﬁed by the NRC. to mclude -additional mtruders |

ywea ons alrcraft attack lethal chemlcal weapons and more than one vehJcle bomb

" ) Provrsron at the ISFSI of 'orotectlon equlvalent to that nrov1ded for the nuclear generatmg units,

: -'_'The addltlonal defensrve measures m (1v) and (v) above would réquire an expanded defensrve

o 'penmeter to accommodate the ISFSI m1ght require strengthening of vehicle bamers to resist more

and mo___r_e capable guard force. Note, as d1seuss_ed

__a'none vehicle bomb, and_‘_would_r_;_e’quire a larg

low, that in this plan the ISFSI modules sérving SONGS Unit 2 and Usiit 3 would be located

, 2000a; DSCA, 2002; Raytheon, 2001.
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| attack are also mcluded The measures I descrrbe would seek to accommodate separate or c

Q -_Please descnbe the second category of addrtlonal defensrve measures namely “faclhty-robustness

o to the envn'onrnent An mtegrated set. of add1t10na1 fac1hty-robustness measures that I beheve could

b ‘Automated shutdown of the reactors would serve two ‘purposes. Frrst it could 1ncrease the tlme

_co 'ol room were dlsabled The secon_ of these purposes is probably the most s1gmﬁcant ﬁ'om a

* FAS, 2003; Raytheon, 2083; USN? 1999; Friedman, 1991.

- inland of Interstate Route 5 A partlal model for the upgraded guard force could be the force that

o,

é,‘

protects DOE's most sensmve sites. GAO has descnbed the protectron of these sites as follows

. "While specrﬁc measures vary from site to site, all protectrve systems at DOE’s most
sensitive sites employ a defense-in-depth concept that includes sensors, 'physical barriers,
hardened facilities and vaults, and heavily armed parannhtary protective forces equipped
with such 1tems as automatlc weapons, ni ght vision equrpment body armor, and chemrcal
protectlve gear." : : .. :

L The set of measures descnbed in (1) through (v) above, reflects the threat of attack from the air, and

o the present lack of defense agamst a1r attack. Measures to enhance defense agalnst ground orsea.

attacks ﬁom arr, 1and or sea, to gether wﬁh actlons by. ms1ders

: mea_sures .

Al Fac111ty-robustness measures are. defenswe measures. that xmprove the ablhty ofa nuclearfacrhty to

expenence destruct1ve acts of malice or msamty wrthout a s1gmﬁcant release of radloactrve matenal -

- be requlred for SONGS is as follows

(@) ,Autornated_'shutdown ofthe reactors upon" initiation of a speciﬁed alert status at the plant, .w'ith |

uence. 1f a control Ioom 1s drsabled _

: r0vision'forx_-com letlon of the_‘ automated shutdown s€q
interval between reactor shutdown and onset of damage to safety systems thereby reducmg the level
- of decay. heat' that would have to be removed frdm the reactor by degraded safety systems ‘ Second

uld i mcrease the probablhty that a reactor would be brought toa safe-shutdown condmon if the

December 13, 2004
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1 ' 'risk-reduction perspective.' To achieve the seconcl purpose, the automated-shutdown systent would
: ‘2 have to be located apart from the control room, wrth redundant cornhmnieation links to the control
3 . room, plant safety systems, and offsite facilities. The automated-shutdowh system‘wfould.-be
: Il . designed _to detect a lolss of capability in the control room, ahd would thereupon assume.command of]
6 : the shutddwrl process;
| 7 - Gi) Permaneﬁt de 'lo ent of diesel-driven pumps and pre-engi veered iping to be avail'ahle tol R
8 m‘owde emergencv Water sum:lv to the reactors and the snent-fuel nools N w |
_9 i Th1s capablhty would prov1de an addltlonal supply of water, under emergency .coh(‘htloh.s .tor cool the
1(1) ' " reactor cores and spent fuel in the pools It would support the addltlonal damage control measures
; 11—2-: I : -.‘that are dlscussed below. ‘If other sources of Water were not avallable, the addltronal pumps would
13 + draw water from the ocean. As needed durmg an emergency, this new systern could be manually
14 ' -connected to: ex1stmg coolmg systems such as the component—coolmg system, the feedwater system
15 ‘the safetyfmj e.ctron_‘system,- the cbntammen_t‘coolmg system, and the ﬁre-protectlorl system, Also,
1: K3 the new system could be used to refill a drained spent-fuel pool or to spr'ay Water on exposed .fuel.‘
13 | ’l‘he‘ ekisting::-coollng systems at SONGS Unit 2 and Unit 3 w'er.e tl'esi‘-gn‘etl to contain: r_adioactive i
19 material'a'nd preserve the integrity of' the plant in the event of an accident. By_contrast the new |
20 1 system would have one ovemdmg ob_]ectlve to p_ "vent or hm1t the release of radloactlve matenal
2l to the atmosphere In some attack scenanos meetmg that obJ ectlve could mVOlve reIeases of |
z o »'radloactlve materlal' to surface wa_ter, grounc_l_, water or the ocean. Use of oc_ean water for emergency
' 24 : COolihg .co'uld -render the plant unfit for ﬁarther operation if the plant survived the 'incioent.
. 25 (i) Re- ‘
26| sESL
2 _
© - ||® Nazzaro, 2004, page 4. o
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1 Table 4 1llustrates how this could be done ‘The table shows two optmns In the base-case optlon as_;
2\ currently env151oned by SCE the spent-fuel mventory in each ‘pool would r1se to 1 325 fu; j
3 _'assembhes and Temain at that level during the. subsequent years of plant operatlon To accommodate
: il - fuel d1scharged to the pool from the reactor, an equal amount of older fuel would be transferred from
6 the pool to the ISFSI. The ‘second option ._wou_ld apply if the enhanced?defense :plan’ werg
o7l imﬁlemented'-and. the .‘rea'c.tors continued operating. "In the second lbptionf, the--. cauacity- of the hoo]
8 would be reduced over a two-year penod from 1 542, assembhes to 506: assembhes The closed- .
- 9, . conﬁguratlon high denstty racks row. in the pool v;ould be replaced ‘by openhframe, low-denstty :
1(1) [ - - racks,- thus greatly. reduclng the potentlal for a pool ﬁre A steady-state mventory of 240 fue]
12 .1‘-'-~>“":assembhes would be held in the pool durmg the subsequent years of reactor operatlon The second |
13 | opt1on vuould require more deployment of ISFSI modules in the: early years than in the base-case
14 If = boptron-, but the eventual number of modules would be the same-m.eaeh ’optron'.--. - |
1> o (i) Constructton of the ISFSI to emplo hardened . drs'ersed ‘dry stora e of §j :ent fuel
1: To protect SONGS Umt 2 and Unit 3 spent fuel in the ISFSI from attack the dry—storage modules '
18 “holding this ﬁrel would. be drspersed and hardened ‘Thave. wntten elsewhere about the merit of
19 hardened, dlsperSed dry storage of spent fuel and the opttons for prov1d1ng such storage |
204 Hardemng would be accomphshed by the addrtron of concrete and steel structures, together w1th
2t layers of earth and gravel to. protect the modules D1spersal would be accomphshed by mcreasmg
22. 1~ -the d1stances-.b-etween.-modules-. At SONGS‘, dispersal wo_uld'reqmre that the-modules, serving Unrt 2
z 4 | | and:Unit 3 would be lo'cated» »inland'-of'-Inter'state Rout__e s, at the Mesa portion of the sl_te oron |
. 25'_ - _additiOnal land leased frqm oam | . - |
2 ST
27
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- 1.||Q. Please describe the third category of additional defen_sive measures, namely “damage-control
3 ' ' ' '
) 2 'measures”.
3 A. Damage-control measures are those that reduce the potential fer a release of radioactive material
sl following damage to a facility by destructive acts of malice or insanity. Measures of this kind could
- 6 be ad hoc or pre-engineered‘. ‘An example of a damage-control-measure is a set of arrangements for
7 patching and restoring Water toa sp'ent'-fuel "pool that has beeri breached. =1t app'ears that NRC has
8 requued 11censees of nuclear power: plants to undertake some plannmg for damage control followmg
? | explosmns or ﬁres 62 The followmg are addmonal meastires that could be- taken at SONGS
- 10 ,
I - (1) estabhshment ofa pre-planned damage control capab1llty at the:site, usmg ons1te personnel and
12’ - equlpment for ﬁrst response and offsue resources for baclcup, -
13 || ¢ ":‘-(u) penod1c exercises of damage- control capab1hty,
1_4 ' (m) establishment of a set of damage-control objectives-- to mclude patching and restonng water to
13 a bréached spent-fuel pool fire suppressmn at the onsite ISFSI, and provision of coohng to 3
16 -
. reactor whose safety systems and/or control room are dlsabled -~ with accompanymg detatled
17 _ . . ,
18 : plans a_._nd stockpiling of needed supphes; and-
19 (iv) provision of equipment and training to allow-damage control to proeeed on a radioactivelyq
20  contaminated site.
21 Q. Please describe the fourth category of addmonal defenswe measures, namely emergency-response
22 o .
|l measures”.
" 5 4 {|A- Emergency-response measures are those that reduce the potential for exposure of offsite populations
s |l to ‘radiation, following a release of ra;_lioaetiue material from ‘2 nuclear.
26 category could accommodate releases attributable to acts o'f mali
27
|| ¥ Meserve, 20020,
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" releases. Ma_]or features of the model.-plan mclude-; ’

1| fuel, as would occur during a pool fire. The underlymg assumption is that a release of this kind is very unhke

' Golding et al, 1992. -
& Golding et al, 1992, pp8 13, ‘ ST
1% A security alert could be a condition callmg for a precautlonary Tesponse.

release_s 'arising from human error, equiplnent failure or natural forces (e.g., eartthuake).. Thete arg:»{.“. .
two major ways in which' rnalice-or insanity-induced reléases might differ from accidental releasesﬁ“”;
| First, a malicé- or insanity—induced release might be larger and begin earlier than an accldental .
release.”” Second, a malice- or insanity-induced release might be accomparlied by de]lberate
'de_gradation of emergency response capabilities (e.g., the attacking group mrt blockv'-an.evacuatjon ‘
_rotte). Accorrunodatlng’these dit‘ferences could require additional rneasures of emergency response
A team based at Clark Umversxty in Massachusetts has developed a model emergency response plan .
*that could be mplemented at SONGS to- s1gn1ﬁcantly enhance emergency—response capablhty

This model plan was spec1ﬁcally desrgned to. accommodate rad1oact1ve releases from- spent-fuel- N

| storage facrhtles as well as from reactors That provrsmn, and other features of the plan, would’*

:provrde a capabrhty to accommodate both acc1dental releases and mahce- -or msamty-mduced

(i) structured objectives; =
: '(ii)' impm"'éd ﬂéxibili'tr and resilience, with.a richer flow of information; -
(111) precautlonary initiation of response w1th State authonhes havmg an mdependent Capablhty
» ' 66 ' o

to identify condltlons callmg for a precauttonary response -

(1v) cntena for long-term protectlve acttons

(V) three planmng zZones, wrth the outer zone extendmg to any dtstanoe necessary 5

(vi) improved structure for accrdent olas‘slﬁcatlon;

% Present plans for emergency response do not account. for the potential for a large release of radloactwe material from spent

assumption cannot be. sustamed in the present threat environment

5 In the ongmal Clark University plan, the inner and intermediate zones would have radii of 52
an example of the planmng measures in each zone potassrum iodide would be pre-drstrlbute

estimony of Gordon Thompson
December 13, 2004
Application A.04-02-026

37




—

© 00 N AN Wn A W N

=23
. 24

" (vii) increased State capahi.lities and power;l

 (vidi) enhanc_ed role t”or local governments;

..(i»x') ilnproved capabilities for radjation monitoring, plume tracking and dose projection;

. (x) improved medical response;
(xi) enhanced capability ‘fdr-_“infonnation éxchange;
(xii) more emphasis on drills,v,'exereises and tratning’;
(Xiii) inip’rnved p'uh_Iie education and tnvolvement; and
(xtv) retluirernent ?that. enlergenev .pr.eparedness be ‘regajrded-as a'safety system eqUivalent, ttanj in-

- plant systems.

VIII COSTS OF IMPLEMENTING THE ENHAN CED-—DEFENSE PLAN FOR SON GS UNIT 2
AND UNIT 3
Q. How have you estitnated_ the additional costs to'SCE 'a_.ndv_o_the_r plant ovrne_rs that would arise from
. introdactidn of the enhanced-defense measures that you have described above? - |
A. Asa first st_ep, I have.revi_ewedavailahle data and proj ections onthe dve_rall Qperating and
rnaintenance_ (O&M) -e)tpe,nses and capital exp'enses at SONGS'. These.data provide a baseline fot
. con31der1ng the costs that anse from defendmg the plant Second I have rev1ewed avallable data and-
" _prOJectlons on the portlons of the O&M expenses and capltal expenses for SONGS that are
“ attnbutable to measures for defendmg the plant As a thn‘d and ﬁnal step, I have estlmated the
add1t10na1 costs of provxdmg the enhanced-defense measures that are set forth in Sectmn V]I above

Q. What are the overall O&M expenses for_ SONGS with its present level of defense’?

madc gcnerally accesmble nationwide. Thxs zonal arrangement would require adaptatxon to the speclﬁc c1rcumstances of the
SONGS site. .
38 _ Teshmony of Gordon 'I'hompsorl' Ey
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- ™ SCE,2004b, Figure IV-7.
|| P SCE; 2002, Table XVI-7.

A. For the years 1996 through 2000, annual O&M expenses for SONGS Unit 2 and Unit 3, measured in|

 constant 2000 dollars, ranged from a high of $246 million (in 1998)to 2 low of$195 million (in

= In thrs proceedmg, SCE has proj ected that the annual O&M expenses for 2004, in 2004
dollars, wrllbe$284mrlhon - T

Q- w_hat are the overall capital expenses for SONGS with its present level of defense?

A. For the,years 1996 through 2000, "basic" annual capital expenses for. SONGS Umt 2 and Unit :3
were about $30 nnlhon 70 SCE projected, in its 2003 General Rate Case before the CPUC that

caprtal cash ﬂow in current-year dollars would be $82 mrlhon in 2004 and $63 rrulhon in 2005 n

In tlns proceedmg, SCE has prOJected that the annual capital expenses for 2004 in current—year

» dollars will be about $145 rmlhon A possrble explanatlon for the d1screpancy between these two

' 'prOJectlons for 2004 is prov1ded below

Q. What portron of the overall O&M expenses for SONGS Umt 2 and Unit 3 is attnbutable to measures|

for defendmg the plant at the present level of defense?

A. For the years 1996 through 20()0 annual O&M expenses for 51te secunty, measm'ed in constant 2000

dollars ranged from a hrgh of $10 7 mﬂhon (in 1998) to a low of $6.6 nnlhon (m 1996) 7 SCE .

“ pI‘OJCCth in its 2003 General Rate Case before the CPUC that $13.9 nnlhon would be requrred in

- ‘2003 for 0&M expenses for 51te-secur1ty functlons whlle $7 1 mllhon would be requrred for

funcnons in the "regulatory affa:rs" category The latter category 1ncludes ernergency planmng,

E ﬁre protectron and varrous other functrons In th1s proceedlng, SCE has pro; ected that $2 0 rmlhon

11 % SCE,:2002b, Table XVI-7.
% SCE, 2004b, Table IV-11.

o SCE, 2002a, page 2.
" SCE, 2002a, Table III-1.

7 SCE, 2002b, pages 18 and 29. o _ _
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Q. What portion of the overall capital expenses for SONGS Unit 2 and Unit 3 is attributable to

{{A. In this pr-o‘ceed_i_ng,-SCE has projected that $64 million of security-related capital expenses will bg

Q. How have you. estimated the additional costs of providing the enhanced-defen_se measures that YOu'

A. T have estimated these costs for three different scenarios for the future operation of SONGS Unit 2

-+ and Unit 3.. E_ac'h scenario begins in year X, which could be 2006 or a subsequent year. For all threq -

% to assist evaluation of the cost-effectiveness of replacing steam generators at SONGS Units 2 and 3|

™
‘l m

of additional annual O&M _eXpenses, above the previously-prevailing level, will be incurred in 2004

and subsequent years to meet NRC's revised DBT.”
measures for defending the plant at the present le\;el of defense? : |

incurred 'dufing’ 2004 to meet NRC's revised DBT.”® This is a comparatively' large capital
_expenditure, conﬁrmmg that the SONGS site is’ more deﬁcult to- defend than some other nuclear-
'power-plant sites. This expendlture could account for a dlscrepancy, mentloned above between twol

SCE proj ections of capital expenses for 2004.

have described?-

scenarios, a program of enhanced defense is'initiated in year X. -In the first scenario, the reactors
continue operating. In the second scenario, the reactors are shut down in year X. In the third

scenario, the reactors are shut down in year X+3. My purpose in presenting these three scenarios is

The first scenario assumes that the steam generators are _repl,éeed, “'while in fhe.'_Second and third
scenarios "they-.-are not. The'se‘cond' scenario assumes that shutdown of the reactors immediately

| upon m1t1at10n of the enhanced—defense program is cost—effectlve and/or requlred for other reasons,

3 -'55In the th1rd scenario the reactors are shut down after a comparatlvely short penod of operation,

assumed here for purposes of illustration to be three years. For each of the three scenarios, ]

CE, 2004b, Table IV-11.
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1 estimate the additional O&M and c'ap_ital' costs- of enhanced de‘fense, above_the :eosts t'or a base-casd
. 2 | scenario in ‘,which no enhanced defense would be provided.-" ;é 3
3 Q. Why do you assume, in the thirdr scenario, that the reaet_ors are'_shut down three years after tnitiation-
, : ‘of the enhancedfdefense program? B o | .i-l | |
6 A. This assumption -addresses the progressive degradation -of the steam. generators ‘at SONGS
- 7| Degradedrstea'm' generators-are a pointiof weakne.'ss.m‘iaxreactor's co'ntainment syStem. ,Aceordingly,
8 .regulatory reqmrements for enhanced defense of SONGS would loglcally be accompamed by the
. 9--_. = mtroductton of more stnngent criteria for the mtegnty of steam-generator tubes Studles performed _ |
| 1(1) . by and for NRC show that degradatlon of steam-generator tubes mcreases the potent1a1 for release of
12 i radroactwe matenal to the atmosphere in the event’ of an. accrdent at a reactor that mvolves severe
13| daxnage to the reactor core.”’ The same potent1a1 would be s1gn1ﬁcant in the aﬂermath of a an attack
14 _’-that'»_damages ,reac,tor safety systems, espemally 1f the attack creates an-;open-pathway ﬁ'om the
15, _,secondary-side of the st'eam generators to. the atmOSphere-. ~Also, integri.ty»'-'of' th'e »'steatn-generato-; -
1? i _‘ tubes could be an. unportant faetor in the successful functromng of the emergency. coohng system
t8 that I have 1dent1ﬁed as a.likely component of an enhanced-defense program: for SONGS
19 Q How does the. enhanced-defense program vary among the three scenarios?..
20 [{A Tn the ﬁrst scenano, all of the enhanced-defense measures that are descnbed in Sectlon VII‘ above,
| 21 ‘are 1mplemented In the second scenano ‘the only enhanced—defense measures that are 1mp1emented
A z . are those needed to protect -spent fuel- because the nsk posed by reac-tor operatlon is elumnated. In
2 4 the thlrd scenano the nsk posed by reactor operat1on contmues for only three years. Accordmgly,
Y ;# assume that lSentmel Phalanx, the automated shutdown system and the emergency coohng system
", SCE, 2ooab page c4d, " : _ L o
7 Ellison et al, 1996; SGTR Severe Accident Workmg Group, 1998. ' o L s
- e sy Gy e
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1 are not required, but an expanded DBT and enhanced capabilities for on_site_ darnage‘corttrol "and' -

\ 2 offsite erhergency response are required.
' 3. Q. How do you estimate the additional costs that would arise froni re‘-e’qhipping the -speht-fuel—‘pools
: | with ilow-dehsity racks' and transt'erring'e)tce’ss spent fuel to a hardened, dispersed onsite ISFST? |
6 A. As dlscussed in Section VII of this testimony, Tdble 4 shows two options for management of spent
7 ;fuel at SONGS Unlt 2 or Unit 3. The optlon 1nvolv1ng a reductmn in the capac1ty of each spent-fuel
8 _ pool over a two-year penod apphes to the ﬁrst and thlrd enhanced—defense scenanos dxscussed
9. above. In Table 5 I prov1de estunates of the’ cap1ta1 expenses of the two optlons for both operatmg
1(1) units at SONGS. For the optlon that involves reducing the capac1ty of lthe spent—ﬁ.lel pools w}uch i§
12 listed in Table 5 as the "enhanced-defense ophon" I mclude the capltal expenses of an ISF SI that ig
| 13 1 .hardened and dlspersed I assume'that the capltal expenses to-transfer spent fuel to a conventwnal
N 14 | -+ ISFSI would be $‘120 per k1long"o£.mm1um; while the capital expenses to tre.nsfer spent fuel tod
s herdened,--dispersed: ISFSI wooldhe $240 per kilogram ‘of uranium. It has been reported that the
. 1: i capitai eXpehs‘es to place sp'ent fuel in ISFSIs at US nucl'eerpower plants range from $90 to $210vper
18 'kilog't'arh ofuranium?-s

19 {|Q " What are your est1mates of the additional costs to SCE and other plant owners that would arise from

20 Hfs ndeployment of the Sentmel and Phalanx"‘ "?'ystems at SONGS'?

21 A’ For Sentlnel I estimate a cap1ta1 expense of $15 rmlhon over an m1t1a1 2-year penod to provxde :
22

| infrastructure support and an annual O&M expense’ of $8. 5 mllhon Based on a projected sale 1
23 |

24 - estimate the cost of the Sentmel system to be approx1mately $3.7 mﬂhon per unit. P assume herg

“9s || that: () the Sentmel units at SONGS-wo_ be owned and operated by the US military, but SCE and

26 h other plant owners would be ‘the costs of thelr deployment and operatlon (u) 'the cap1ta1 cost to the
27

28 : ™ Al\;arez ét al, 2003, page 31.
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' operation would req‘ulre a 30-FTE crew c.o.strng, w1th overheads’ and: s1'1pphes $0 2 fmllh-on per
‘annum per person For Phalanx, I estimate a capltal expense of $20 mrlhon over an 1mt1a1 2-year
:penod to prowde mfrastructure support and an estlmated annual 0o&M expense of $11 rmlhon The

: same O&M assumptrons drscussed above for Sentlnel are apphed to the Phalanx system, except that

: the capttal cost of two Phalanx umts is assumed to be $20 rrnlhon

| DBT and provrdrng the ISESI with the same level of protectlon asis provrded for the nuclear -
= ‘generatlng urnts‘7 :

A "I- estlmate a'dd-ltronal -annual O&M expenses of- $15 million to meet theSe- requirements' assthning

‘;cost w1th overheads and supphes -of $0 2 million per annum- per person In. addltton I assumg

‘would be reduced by one thrrd
. .'What are your estlrnates of the: dditional costs of prov1d1ng an automated shutdown system and a-
new. system to supply coohng water under emergency cond1t10ns? ) | |
. In both cases I esttmate an addttlonal capltal expense of $75 mllhon over an initial 2 -year penod 8

- ,Also I assume that R&D costs: for these new systems would be borne by NRC or another arm of the

N
-

military of deploylng two Sentmel umts at SONGS would be $ 10 rmlhon (m) the capltal cost would "

be recovered from SCE and other owners over 4 years wrthout mterest -and (1v) contrnuous""""’

0. What is your estn:nate of the addltronal costs to SCE and other plant owners of meetmg an expanded -.

addmo.nal annual--c-apttal ‘expenses of $3 mllhonﬂ For phases of a scenario where the reactors do not

operate I estimate that the additional annual O&M expenses and capltal expenses in thJs category

from llcensees fUS’ nuclear power plants

-that SCE would need to increase: the srze of its. secunty workforce by approxrmately 75 FTE at al =

7 DSCA, 2002.
8 An amateur website (D
“  This estimate reflects ar

/ES a umt cost 0 S 6 mllhon for Phalanx
e of $50-100 mrlhon
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1 | 'Q. ‘What is your estimate of the additional capital expenses of re-equipping the spent-fuel pools with '
: ) 2 low-density racks and transferring excess fuel to a hardened, dispersed, onsite ISFSI?
3 A. The bottom Iin_e'of Table 5 provides my estimate of these additional expenses, ab'ov‘e the expenses
: that woutd arise in the base case. These estimates apply direetly to the' first and thlrd scenarios
6 - discussed above. For the second scenario, in which'the reactors do not operate after initiation of the
7 enhane’ed'-defense pro gram, the additional 'capit’alﬂ expenses'- would simply be ’th‘o'se of transfernng the
8 spent fuel in the pools at the tlme of shutdown of the reactors to a hardened, drspersed ISFSI (at
? -$240 per kllogram of uramum) 1nstead oftoa conventlonal ISFSI (at $12G per kllogram‘ of uramum) 2
1(1) Q. What are your estimates of the addltlonal costs of providing enhanced ca ahrhtres »f(_)_r:ons1te_<viat_naIge :
12 control arid‘offsite emergeney résponse? - | C
13 [|A: In both cases I estimate addrtlonal annual O&M expenses of $10 rn11110n and addltlonal annual
14 : cap1ta1 expenses of $2 nulhon Prov1d1ng the enhanced capabrhty for ons1te damage control would
15 ‘ Tequire an mcre'ase in the size of the SONGS workforce g -I assume a‘SO-FTE mcre‘ase At a cost,
‘ i: | w1th overheads and. supphes of $0 2 mllhon per annum per person, th1s step would increase annual
i 3 O&M expenses by $ 10 m11110n I assume that the same mcrease 1n personnel and annua] O&M
19 » expenses would be requn‘ed to prov1de the enhaneed capablhty for offsxte emergencv response In
: 20 | this mstance however some of the addltlonal staff would work for state and local governments ‘For
2'1, I phases of a scenario where the reactors do not operate I estunate that the addltlonal annnal O&M
22 expenses and cap1ta1 expenses in this category would be reduced by two thlrds .'
22_ Q What is the overall addltlonal cost of provrdmg an enhanced defense for SONGS? .
‘:"':"25 A -
26
27
EEE B ot
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scenario over a 15-year.period

Q. Are"your cost estimates definitive?

A. No. My cost estimates are pl.'e.liminary. More accurate cost estimates would require: ® articulation I

- of the enhanced-defense measures in more detall (i) comparison of the enhanced-defense measures
. w1th srmllar pmJ jects that have been recently 1mplemented at US nuclear power plants or- other :
: secunty—mtenswc facﬂrtres and (111) use of the comparrsons developed in (11) to extrapolate from

| ‘actual costs of recently—unplemented pI'OJ ects

x. CONCLUSIONS

Q What are your conclusrons in tlns testlmony?

A. Nuclear power plan 1, v na.rnnal ..ssets that are esp ll _,'_ like lyt be targeted b _,f enemies of

the US Drawmg a balance between defendmg key assets and pursmng secunty through offensrve

| actrons isa cruclal but not always understood aspect of homeland secunty pohcy NRC currently
‘ requlres only a l1 ght defense of US nuclear power plants and spent fuel As a result these facrhtres
are vulnerable to sophrsucated determmed attacks There isa trend in decrsron—makmg crrcles

across the USA to call for enhanced defense of US nuclear power plants and spent fuel. It is

-v therefore prudent to assurne i at SONGS Umt 2 anc Umt 3 an ; ‘

enhanced defense dunng the comrng years T h1s testlmony descnbes measures that I expect would

be 1ncluded ina plan for such a defense These measures could be requrred by NRC and/or other
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appropriate, and the costs that I have estimated should be considered in evaluating SCE’s

[\
4

o_pve.ratibnal life of SONGS Unit 2 and Unit 3 and their spent-fuel sforage. Such an assumption is not|.

application.
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