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increase, $3,818k, is associated with hardware maintenance contracts for equipment coming off
warranty or escalation factors that were negotiated as part of the current vendor agreements. It is
important to note that the $3,818k increase is materially lower by $4,544k than it otherwise
would have been if not for the operational efficiency efforts of the IT Division to aggressively re-
negotiate external vendor licenses and maintenance contracts. An additional $420k is needed for
specific ongoing network costs, such as performing network maintenance activities, as well as
the development of a strategy to leverage emerging technologies for improved reliability and
performance of our network environment. The remainder of the increase |1 am requesting is
needed to support a variety of systems that are used for internal collaboration, business system
performance measurement and other services provided by the IT Infrastructure teams.

D. Information Security (Shared)

1. Description of Costs and Underlying Activities

The Shared Information Security costs allocated to SDG&E cost centers represent labor
and non-labor for activities performed that benefit SDG&E, SoCalGas and Corporate Center.
These activities address a wide variety of cybersecurity and customer privacy risks and
requirements. Activities performed by Information Security include, but are not limited to,
overall governance, security architecture and strategy, customer privacy, organizational
responsibility of information security process, operations, risk and compliance frameworks,
enterprise security control implementation design patterns, security controls, validation and
testing of technical controls, security event and incident monitoring, cyber forensics, intrusion
prevention, public key infrastructure, log management, vulnerability assessment, identity access
management, content filtering, and end point encryption.

Table SIM-12 summarizes the total Shared O&M Information Security forecast for costs
charged to SDG&E cost centers. Although the vast majority of Information Security total costs
are captured in SDG&E cost centers, there are also some Information Security costs captured in
SoCalGas cost centers, as described in the testimony of SoCalGas IT witness Christopher
Olmsted (Ex. SCG-18-R).
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Shared O&M Information Security Costs

TABLE SIM-12
SDG&E

Shown in Thousands of 2013 Dollars
Incurred Costs (100% Level)

C. Information Security 2013 Adjusted- TY?2016 Change
Recorded Estimated

1. Information Security 3,586 5,610 2,024

Incurred Costs Total 3,586 5,610 2,024

As discussed previously, a strong and effective Information Security Program is
necessary to address the ongoing challenges related to cybersecurity risks. The increase in
funding requested for this critical capability includes both labor and non-labor resources.

2. Cost Drivers

Increased costs associated with ongoing software and hardware maintenance costs account for a

significant portion ($703Kk) of the increased request for Information Security costs charged to

SDG&E cost centers. Another large portion of the increased request ($525Kk) is for non-labor

related to highly specialized services, such as vulnerability and penetration testing assessments,

as well as forensics support. In addition, the requested increase includes $406k for threat
intelligence and risk assessment activities. The remaining amount of the requested increase

covers additional labor to support activities ranging from security awareness and training to

product evaluations associated with new technology.

E.

IT Support (Shared)

1. Description of Costs and Underlying Activities

The costs in Shared IT Support cover shared labor and non-labor expenses recorded by

the Vice President of IT, a portion of the IT Associate program, which is a three-year program
for newly hired IT employees that provides them with rotational assignments within the IT

Division and the IT business planning and budgets organization.
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