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| Total (333) |

V. CAPITAL

A. Introduction

Table CRO-16 below summarizes the total SDG&E IT capital forecasts for 2017, 2018,
and 2019. Table CRO-16 shows the full complement of IT projects being proposed by SDG&E
in this filing. In other words, Table CRO-16 is composed of both business unit-sponsored IT
capital projects, as well as IT Division-sponsored IT capital projects. The costs depicted in
Table CRO-16 are the total costs to be incurred by the proposed capital projects and charged to
SDG&E cost centers. They do not reflect adjustments that may result due to sharing of project
costs across SoCalGas and Corporate Center, if appropriate.

Included in Table CRO-16 are projects sponsored by the business units that include IT
technology solutions to meet business demand. The business justifications for the business-

sponsored projects are included in the testimony of the associated business witnesses:

Accounting and Finance/Legal/ Hrna (Ex. SDG&E-31)
Regulatory Affairs/External Affairs

Customer Services - Field Marelli (Ex. SDG&E-17)
Customer Services — Information & Technologies Davidson (Ex. SDG&E-19)
Customer Services — Office Operations Stewart (Ex. SDG&E-18)
Fleet Services Herrera (Ex. SDG&E-21)
Electric and Fuel Procurement Helm (Ex. SDG&E-12)
Gas System Integrity Rivera (Ex. SDG&E-05)
Electric Distribution — Capital Colton (Ex. SDG&E-14)

My revised workpapers contain the cost justifications for the IT portion of these business unit
sponsored capital projects. I provide additional information about IT Division-sponsored IT
capital projects below in Section IV.C. Table CRO-16 summarizes the total capital forecasts for

2017, 2018, and 2019.
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TABLE CRO-16

Capital Expenditures Summary of Costs

INFORMATION TECHNOLOGY (In 2016 $)

Categories of Management Estimated Estimated Estimated
2017 (000s) 2018 (000s) 2019 (000s)
A. Controller, Reg Affts, Legal 1,369 0 0
B. CS — Field 2,250 0 0
C. CS - Information & Technologies 20,583 21,109 1,818
D. CS - Office Operations 14,897 15,774 16,332
E. Fleet Services 2,168 4,514 7,632
F.IT 38,373 50,414 80,924
G. Procurement 3,005 426 0
H. Gas System Integrity 110 0 0
I. Electric Distribution 36,811 38,134 33,071
Total 119,566 130,371 139,777

B. Forecast Methodology

Before an IT capital project is funded and moves into development, it must go through

SDG&E’s capital project approval process, which has several distinct stages, as described below.

1. IT Division Capital Plan Development

The IT Division first prepares a capital plan, which is the sum of proposed plans of IT

and business-sponsored projects that utilize the IT capital budget. The capital plan includes both

ongoing projects and anticipated needs, and is usually developed in the fourth quarter of a fiscal

year in preparation for upcoming years. At this stage, the composite capital plan consists of a

long list of viable capital projects, each with the potential to beneficially impact IT capability and

services. Supporting documentation is developed by way of concept documents and business

cases to be utilized as part of the prioritization and approval process.

2. Concept Documents

Concept documents are high-level assessments developed for review during the capital

planning process. The concept document contains typical project elements, such as cost

estimates, business benefits, and project schedules. It also provides project teams the

opportunity to document alternative options considered, as well as business risks and

implications of not proceeding with the project. All of these elements are available for
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consideration during project prioritization and approval. The Central Business Planning group
then decides whether to approve funding as part of its prioritization and approval process.
3. Project Prioritization and Approval
The concept documents provided by project teams are utilized for prioritization purposes.
Rankings are determined based on various factors including, but not limited to, regulatory
requirements, critical service maintenance needs, and/or cost benefit analyses. The projects in
the narrowed capital plan list are then prioritized by likely impact on IT capability and services.
The annual capital budget allocation processes for SDG&E is administered by the Central
Business Planning group on behalf of the Executive Finance Committee (EFC). Details of the
capital planning process are presented in the testimony of SDG&E’s Rate Base witness R. Craig
Gentes (Ex. SDG&E-33).
4. Business Cases
Once funding is approved by the Central Business Planning group for a concept, a
complete business case must be prepared and approved before work begins. Business cases are
developed jointly by representative(s) from the sponsoring IT department, the sponsoring
business department (when applicable), and the IT Project Management Office (IT PMO).
Others may be added to the team as required.

o The sponsoring IT department is primarily responsible for defining the project
scope, identifying the technical approach, and generating the basis of the estimate
for the capital costs and ongoing O&M support costs.

o The business representatives are primarily responsible for confirming the business
requirements, calculating the business benefits, and ensuring that the proposed
solution meets the business objectives.

o The IT PMO ensures that the templates are completed correctly, that the budgets
are calculated and characterized correctly, and that the proposed scope is
consistent with policy.

A near final draft of the business case is provided to Information Security for review and
comment.
S. Cost Sharing Mechanisms
A cost sharing mechanism must be determined for any project that will be utilized across

SDG&E, SoCalGas, and/or Corporate Center. As part of the business case development, a
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project team will include a recommendation of how costs will be shared for consideration during

the capital approval process based on its assessment of project scope.

C. IT-Sponsored Capital Projects

The remainder of the IT capital costs I am requesting is for SDG&E IT-sponsored capital

projects. Table CRO-17 below provides a summary of costs for the IT-sponsored capital

projects. Summary descriptions of the projects are provided in the subsections below and details

can be found in my revised capital workpapers for each project (Ex. SDG&E-24-CWP-R).
TABLE CRO-17

Capital Expenditures Summary of Costs — IT Projects Only

Shown in Thousands of 2016 Dollars
Information Technology Work Paper | Estimated Estimated Estimated
(Ex. SDG&E- 2017 2018 2019
24-CWP-R)

1. SDGE Private Network Refresh 00818A 856 - -
Phase 2

2. SDGE Transm Comm Reliability 00827A 10,324 - -
Improvement

3. SCADA Radio Replacement & 00827B 1,861 - -
Expansion

4. SDGE Out of Band Mgmt 00827C 372 - -

5. ADMS Phase 3 00833C 1,102 133 -

6. SDG&E Data Warchouse and 00833E 1,066 1,335 -
Hadoop Platform Upgrade

7. Electronic Bill Presentment and 00833G - 1,591 -
Payment (EBPP) for Sundry Billing
and Customer Generation

8. 2018/2019 SDGE MDT Technology 00834D - 1,268 1,237
Obsolescence

9. LTE Communications Network 00834E - 22,889 50,262

10.2016/2017 SDGE MDT Technology 00834F 1,015 160 -
Obsolescence

11. Downtown SCADA 00834G 1,210 3,745 5,689
Communications Infrastructure
Modernization

12. SDGE Enterprise Desktop Refresh 00834H 2,928 - -

13. SQL Server 2016 Enterprise 00834J 1,320 - -
Environment
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Shown in Thousands of 2016 Dollars
Information Technology Work Paper | Estimated Estimated Estimated
(Ex. SDG&E- 2017 2018 2019
24-CWP-R)

14. 2017 SDGE Mainframe Capacity 00834K - 2,273 4,575
Hardware Upgrade

15. SDGE Private Network Expansion 00834M 4,239 - -
and Refresh (Phase 3)

16. SDGE Private Network Expansion 00834N - 3,674 -
and Refresh (Phase 4)

17. Transmission Communications 008340 6,769 12,711 14,631
Reliability Enhancement - Phase II

18. NOC Modernization 00834P 4,258 - -

19. SDGE Self Support Small Cap 2017 00834Q 500 635 635
— 2019 (Routine)

20. WAN Life Cycle Extension 2016 00834T 310 - -

21. SDGE Private Network Expansion & 00834U - - 3,895
Refresh (Phase 5)

22. SDGE Mainframe Capacity Upgrade 00834V 25 - -
and HW Tech Refresh

23. Smart GRID Endpoint Protection 15869A 218 - -

Total 38,373 50,414 80,924

1. SDGE Private Network Refresh Phase 2

The forecast for the SDGE Private Network Refresh Phase 2 project for 2017, 2018, and
2019 is $856K, $0, and $0, respectively. SDG&E plans to build and place this project in service
by the test year. The current microwave radio end-points are based largely on TDM-protocols
(Time Division Multiplexing) limiting network redundancy and flexibility for TDM devices. At
present, the legacy TDM network and many associate substation sites present a single point of
failure given the lack of TDM network redundancy. This project will (1) upgrade nine existing
SDG&E microwave radio backbone links to provide network redundancy, added capacity, and
replace “End of Life” and “End of Support” devices, and (2) add four new links to provide
redundancy and diversity for network resiliency. The specific details regarding this project are

found in my revised capital workpapers (Ex. SDG&E-24-CWP-R, p. 231).
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2. SDGE Transmission Communication Reliability Improvement
The forecast for the SDGE Transmission Communication Reliability Improvement
project for 2017, 2018, and 2019 is $10,324K, $0, and $0, respectively. SDG&E plans to build
and place this project in service by the test year. The project will transform the existing TDM
communication inter-site infrastructure (substation to substation and substation to head-end) of
selected substations to redundant Internet Protocol/Multiprotocol Label Switching (IP/MPLS)
infrastructure offering diverse communication paths, dynamic and intelligent rerouting, robust
monitoring (24x7x365 network operations center (NOC)), and alerting and correlation
capabilities. This will be done in three phases. In phase I, 10 of the 23 prioritized critical
substations and three aggregation locations require the least amount of infrastructure upgrades.
The specific details regarding this project are found in my revised capital workpapers (Ex.
SDG&E-24-CWP-R, p. 236).
3. SCADA Radio Replacement & Expansion
The forecast for the Supervisory Control and Data Acquisition (SCADA) Radio
Replacement & Expansion project for 2017, 2018, and 2019 is $1,861K, $0, and $0,
respectively. SDG&E plans to build and place this project in-service by the test year. This

project’s goals are:

1. Replace the aging SCADA radio equipment with newer technology with
enhanced security features including communication encryption, endpoint
authentication and authorization by the end of March 2017.

2. Transform the existing TDM infrastructure at SCADA master radio sites to fully
redundant IP equipment by the end of March 2017.

3. Address issues with SCADA backend severs by the end of March 2017 ($200K).

4. Test and begin replacement of exiting RMS 900 Remote Terminal Units (RTUs)
in critical sites with newer standard communication devices.

5. Expand backhaul links not covered by the Private Network Replacement project
(PNR) to support the additional SCADA traffic by the end of March 2017.

The specific details regarding this project are found in my revised capital workpapers (Ex.

SDG&E-24-CWP-R, p. 241).
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4. SDGE Out-of-Band Management
The forecast for the SDGE Out-of-Band Management project for 2017, 2018, and 2019 is
$372K, $0, and $0, respectively. SDG&E plans to build and place this project in-service by the
test year. The project will implement an out-of-band management solution for 412 locations
across the SDG&E and SoCalGas service territories. The project scope will include
procurement, deployment, and configuration of 700 out-of-band management devices. Providing
this out-of-band management solution allows for network support personnel to remotely connect
to all sites throughout the service territory regardless of the network state. This will enable faster
response time and provide for continued coverage and support with limited resource availability.
The specific details regarding this project are found in my revised capital workpapers (Ex.
SDGE-24-CWP-R, p. 246).
5. Advanced Distribution Management System Phase 3
The forecast for the Advanced Distribution Management System (ADMS) Phase 3
project for 2017, 2018, and 2019 is §1,102K, $133K, and $0, respectively. SDG&E plans to
build and place this project in-service by the test year. The ADMS Phase 3 project will:

I. Upgrade and configure major net minecraft server (NMS) code lines (1.12 SP3,
then 2.3).

2. Upgrade NMS and FocalPoint application server infrastructure including OS and
WebLogic.

3. Upgrade FocalPoint application to version 6.6.5.

4. Configure NMS and FocalPoint software for new device classes.

5. Build a foundation for distributed energy resource management (DERMS) and

NMS integration including As-Switched Model, DER Time to Live, and Dispatch

Schedules into NMS.
6. Migrate to NMS native damage assessment tool and enable non-outage events.
7. Develop requirements and design for conducting damage assessment through
NMS mobile application.
8. Implement NMS Volt-VAr optimization tools based on results from Volt-VAr

working group.
0. Improve power flow solutions by incorporating transmission breaker status and

phase angles.
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The specific details regarding this project are found in my revised capital workpapers (Ex.
SDG&E-24-CWP-R, p. 251).
6. SDG&E Data Warehouse and Hadoop Platform Upgrade

The forecast for the SDG&E Data Warehouse and Hadoop Platform Upgrade project for
2017, 2018, and 2019 is $1,066K, $1,335K, and $0, respectively. SDG&E plans to build and
place this project in-service by the test year. This project is a base project to ensure that all at-
risk data warehouses (DW) (i.e., Smart Meter DW, Customer DW, Engineering DW and
Customer Contact Center DW) and extract, transform, load (ETL) environments can continue to
operate at the base level to meet business requirements. The goal is to decommission all
unsupported and at-risk environments by leveraging an Open Source ETL tool for data staging
and transformation using Hadoop. The SQL Data Warehouse would still be used as the final
business intelligence (BI) layer to offer a seamless transition for business users for their reporting
needs. This project will deliver the design and development of one BI report directly against a
high-volume data source in the Hadoop Data Lake. This project will also include the upgrade of
the Hadoop environment to enable more security features within Hadoop. The specific details
regarding this project are found in my revised capital workpapers (Ex. SDGE-24-CWP-R, p.
257).

7. Electronic Bill Presentment & Payment (EBPP) for Sundry Billing &
Customer Generation

The forecast for the Electronic Bill Presentment & Payment (EBPP) for Sundry Billing &
Customer Generation project for 2017, 2018, and 2019 is $0, $1,591K, and $0, respectively.
SDG&E plans to build and place this project in-service by the test year. Currently non-electric
and gas billing (Sundry Billing) processes require that a paper invoice be mailed out and the
payer can only send in a physical check to pay for the services being billed. This project
proposes to purchase and deploy SAP’s Biller Direct software. Biller Direct is an EBPP
software that is tied directly to SAP’s Accounts Receivables module. This software will provide
the option to send the customer a notice of invoice availability via email and allow the customer
to view and pay the invoice online via an automated clearing house (ACH) transaction through
the Biller Direct portal. The specific details regarding this project are found in my revised

capital workpapers (Ex. SDG&E-24-CWP-R, p. 341).
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8. 2018/2019 SDGE MDT Technology Obsolescence

The forecast for the 2018/2019 SDGE MDT Technology Obsolescence project for 2017,
2018, and 2019 is $0, $1,268K, and $1,237K, respectively. SDG&E plans to build and place this
project in-service by the test year. This project is for the 2018 and 2019 replacement of Mobile
Data Terminals (MDTs) utilized by SDG&E’s Electric and Gas Transmission & Distribution
field personnel. This is a base business requirement as the field personnel rely on this equipment
to respond to storms, outages, etc., which can directly impact System Average Interruption
Duration Index (SAIDI)/System Average Interruption Frequency Index (SAIFI). The specific
details regarding this project are found in my revised capital workpapers (Ex. SDG&E-24-CWP-
R, p. 347).

9. LTE Communications Network

The forecast for the Long-Term Evolution (LTE) Communications Network project for
2017, 2018, and 2019 is $0, $22,889K, and $50,262K, respectively. SDG&E plans to build and
place this project in service by the test year. The existing wireless communications
infrastructure has become increasingly inadequate to meet the demand for greater volumes of
data at high speed and have proven to be difficult and costly to deploy and maintain. Expanding
the existing systems can provide coverage over a larger area but cannot meet the demand for
high volume low latency data and control. Additionally, the Federal Communications
Commission’s (FCC) grandfathered protection of the use of 3.65 GHz frequency licenses will
expire in 2020, which increases the risk of wireless network instability around the Borrego
substation. As more dedicated communications solutions are deployed, there is higher potential
for instability of operational field area networks due the use of unlicensed frequencies. To
address these issues, SDG&E will implement a private broadband wireless digital
communications network. Further, this system will support our large-scale, near-term expansion
of SCADA field devices and the Falling Conductor system throughout SDG&E’s service
territory. Additionally, it will provide connectivity for a variety of use cases forecasting
tremendous growth over the next 20 years including Advanced SCADA, SmartMeter AMI
backhaul, fault circuit indicators, smart transformers, Distributed Storage Monitoring & Control.
All of these use cases are being expanded in an effort to increase SDG&E’s electric power
system reliability and reduce outage durations. The specific details regarding this project are

found in my revised capital workpapers (Ex. SDG&E-24-CWP-R, p. 265).
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10. 2016/2017 SDGE MDT Technology Obsolescence
The forecast for the 2016/2017 SDGE MDT Technology Obsolescence project for 2017,
2018, and 2019 is $1,015K, $160K, and $0, respectively. SDG&E plans to build and place this
project in-service by the test year. This project is to replace MDT units supported by Enterprise
System Solutions Field Hardware Support (FHS) and used by SDG&E Gas and Electric field and
contract personnel. This project replaced approximately 235 units in 2016, and plans on
replacing approximately 294 units in 2017. These units are used by various organizations
throughout SDG&E. This replacement is being done in accordance with guidelines outlined in
the MDT standards for MDT life cycle, due to the environment in which units are used on a daily
basis, and because of their general condition at the end of four years. The technology will be
evaluated to ensure users will be able to take full advantage of new features being developed in
field applications such as Click Mobile and GIS Mobile. The specific details regarding this
project are found in my revised capital workpapers (Ex. SDG&E-24-CWP-R, p. 353).
11.  Downtown SCADA Communications Infrastructure Modernization
The forecast for the Downtown SCADA Communications Infrastructure Modernization
project for 2017, 2018, and 2019 is $1,210K, $3,745K, and $5,689K, respectively. SDG&E
plans to build and place this project in-service by the test year. The downtown area where we
service some of our largest high profile customers is in need of communications infrastructure
upgrades. The current copper wires are more than twenty years old, suffer frequent
interruptions, and will not support the transformation to IP SCADA communications and remote
network management. Approximately 10 of the existing RTU will be replaced with IP capable
units. The specific details regarding this project are found in my revised capital workpapers (Ex.
SDG&E-24-CWP-R, p. 271).
12. SDGE Enterprise Desktop Refresh
The forecast for the SDGE Enterprise Desktop Refresh project for 2017, 2018, and 2019
is $2,928K, $0, and $0, respectively. SDG&E plans to build and place this project in-service by
the test year. Previous hardware standards for memory, CPU, etc. have proven to be inadequate
for many users, as computing resource requirements to run advanced applications such as GIS
and Click have surpassed the capabilities of the existing workstation hardware. This has resulted
in significant work efficiency impacts, particularly to employees in operations and engineering

roles. Business units have been purchasing new/replacement desktop hardware out of O&M at
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the rate of 150 units/month over past 6 months. The last enterprise system refresh was 2011-
2014 and over 50% of the machines acquired in that timeframe will be out of warranty by the
end of 2017. IT support groups have been receiving an increasing number of calls to provide
repair and/or replace assistance for degraded service on machines in the environment. This
project will resolve these issues. The specific details regarding this project are found in my
revised capital workpapers (Ex. SDG&E-24-CWP-R, p. 278).
13. SQL Server 2016 Enterprise Environment

The forecast for the SQL Server 2016 Enterprise Environment project for 2017, 2018,
and 2019 is $1,320K, $0, and $0, respectively. SDG&E plans to build and place this project in-
service by the test year. The Sempra SQL shared database servers support over 1,500 databases
for key business areas such as Finance, Emergency Services, Customer Programs, Electric and
Fuel Procurement, Gas Operations, Smart Meter Operations, Regulatory Affairs, MyInfo and IT
Services. Some of these areas have requirements that are regulatory mandates. The hardware
components for SQL 2012 shared database servers are five years old and are scheduled to fall out
of support, and with increasing demand, this will strain the current infrastructure and make it
vulnerable to failure. The software components for SQL 2005 shared database servers have
already gone out of support, and do not support security initiatives for handling encryption-at-
rest. The specific details regarding this project are found in my revised capital workpapers (Ex.
SDG&E-24-CWP-R, p. 283).

14. 2017 SDGE Mainframe Capacity Hardware Upgrade

The forecast for the 2017 SDGE Mainframe Capacity Hardware Upgrade project for
2017, 2018, and 2019 is $0, $2,273K, and $4,575K, respectively. The monthly Mainframe
Capacity Management reports show continued mainframe growth, with SDG&E being the
primary consumer, seeing 30% growth in capacity over the last 7 months. The SDG&E
workload was not anticipated and was primarily the result of net new data mining being
performed by the Customer Operations team. Regulatory requirements and limitations of the
CISCO application were the primary reasons for the data mining. In addition, since October of
2015, CISCO has experienced chronic application program processing errors, which on several
occasions has resulted in the CISCO Finance SLA (Service Level Agreement) being missed
(including a miss for the entire 2016 year). Processing errors have occurred for numerous

reasons, but are primarily related to data issues (OC4, OC7 and User errors for invalid data). At
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times the errors in jobs are rerun two to six times before successfully completing. The delays
associated with the reruns result in the batch workload extending into daytime call center
processing, maximizing processor usage for extended periods of time, and requiring the
development environment to be limited on their assigned processor usage, extending the time for
development jobs to complete, thereby impacting project schedules. Based on current capacity
and performance reports, coupled with our understanding that SDG&E growth is expected to
climb, we anticipate needing to run at full capacity 100% of the time commencing November
2017. Between now and November 2017, even with running at full capacity, the risk is still high
for missing the CISCO SLA due to the chronic CISCO application processing errors. The
specific details regarding this project are found in my revised capital workpapers (Ex. SDG&E-
24-CWP-R, p. 288)

15. SDGE Private Network Expansion and Refresh (Phase 3)

The forecast for the SDGE Private Network Expansion and Refresh (Phase 3) project for
2017,2018, and 2019 is $4,239K, $0, and $0, respectively. SDG&E plans to build and place this
project in service by the test year. The SDG&E network has a number of microwave
communication infrastructure with aging hardware that were initially installed for a TDM-based
environment; some of these links are also at capacity while others suffer from continued
performance issues. In addition, it has become increasingly difficult to obtain replacement parts.
Advancing field technologies require the deployment of new IP microwave radios with MPLS
and Synchronous Ethernet capabilities (not currently supported by legacy microwave
infrastructure). In addition to the existing legacy links above, the Encina smokestack, currently a
communications hub for SDG&E and the major microwave route for all North County sites is
scheduled for demolition in January 2018 putting a number of microwave links in jeopardy and

in need of migration. This upgrade aims to:

1. Replace end-of-life microwave hardware, install [P-based technology; expand the
microwave coverage to increase efficiency and eliminate network points of
failure; add security features and increase capacity to existing links for future
growth on the corporate and substation networks.

2. Migrate key sites currently on leased-line circuits to private microwaves to

increase security and reliability and reduce O&M expenditures.
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3. Migrate Encina microwave radio and equipment to a new location ahead of the

Encina smokestack demolition scheduled for 2018.

The specific details regarding this project are found in my revised capital workpapers (Ex.
SDG&E-24-CWP-R, p. 294)
16. SDGE Private Network Expansion and Refresh (Phase 4)

The forecast for the SDGE Private Network Expansion and Refresh (Phase 4) project for
2017, 2018, and 2019 is $0, $3,674K, and $0, respectively. SDG&E plans to build and place this
project in-service by the test year. The SDG&E network has a number of microwave
communication infrastructures with aging hardware that were initially installed for a TDM-based
environment; some of these links are also at capacity while others suffer from continued
performance issues. In addition, it has become increasingly difficult to obtain replacement parts.
Advancing field technologies require the deployment of new IP microwave radios with MPLS
and Synchronous Ethernet capabilities (not currently supported by legacy microwave
infrastructure). In addition to the existing legacy links above, the Encina smokestack, currently a
communications hub for SDG&E and the major microwave route for all North County sites is
scheduled for demolition in January 2018 putting a number of microwave links in jeopardy and

in need of migration. This phase 4 aims to:

1. Replace remaining end-of-life microwave hardware, install IP-based technology;
expand the microwave coverage to increase efficiency and eliminate network
points of failure. also, add security features and increase capacity to existing links
for future growth on the corporate and substation networks.

2. Migrate key sites currently on leased-line circuits to private microwaves to
increase security and reliability and reduce O&M expenditures.

3. Migrate Encina microwave radio and equipment to a new location ahead of the

Encina smokestack demolition scheduled for 2018.

The specific details regarding this project are found in my revised capital workpapers (Ex.
SDG&E-24-CWP-R, p. 299)
17. Transmission Communications Reliability Enhancement - Phase 11
The forecast for the Transmission Communications Reliability Enhancement - Phase 11

project for 2017, 2018, and 2019 is $6,769K, $12,711K, and $14,631K, respectively. SDG&E

CRO-28



O 0 I N »n B~ W N =

W W N N NN NN NN NN === == = = = e
— O O 0 9 N N kA WD, O O XN Y R WD = O

Attachments to Energy Division Data Request 3
SDG&E Advice Letter 3438-E/2801-G and SoCalGas Advice Letter 5520
Question 3a: 2019 GRC Testimony: SDG&E-24R CRO-16 to CRO-31

plans to build and place this project in service by the test year. SDGE has experienced failures
of legacy TDM equipment resulting in several long duration communication outages at critical
substations. The TDM network is a complicated system of technologies that has limited remote
monitoring and failover capabilities resulting in delayed service restoration as on-site
investigation, troubleshooting, and restoration is required. Over the last decade,
telecommunications have been undergoing an industry-wide transformation from TDM-centric
infrastructure to IP/MPLS network services. Support of legacy TDM network devices and
interface equipment is becoming increasingly difficult to maintain due to lack of vendor support.

Phase II (all remaining Electric Transmission and Distribution substations) of the initial
phase of the Transmission Communications Reliability Improvements project will standardize
the network communications equipment and monitoring by replacing the existing older network
communication inter-site and intra-site infrastructure. The project will further address single
points of failure in the network by providing diverse communication paths, dynamic and
intelligent rerouting, robust monitoring (24x7x365 NOC), and alerting and correlation
capabilities. The specific details regarding this project are found in my revised capital
workpapers (Ex. SDG&E-24-CWP-R, p. 304)

18. NOC Modernization

The forecast for the NOC Modernization project for 2017, 2018, and 2019 is $4,258K,
$0, and $0, respectively. SDG&E plans to build and place this project in service by the test year.
In the last few years, the IT organization has added a number of new services, applications,
network upgrades and circuits, and users. These services doubled the demand for the NOC and
staff to meet the service level agreements and service level objectives for its business and IT
customers. IBM has recently completed an operational readiness review for NOC and concluded
that for the NOC to keep up with the current and future demand of clients, applications, and
services, it needs to consolidate and upgrade its fragmented tools, reengineer its legacy processes
and structures, provide a single dashboard for monitoring and alerting, speed automations of
tasks, and dramatically modernize its existing legacy environment. The NOC modernization
project will prepare the NOC and its staff to exceed client expectations for existing and future
workloads with IT and operational technology (OT) network convergence including new
services and upgrades. The specific details regarding this project are found in my revised capital

workpapers (Ex. SDG&E-24-CWP-R, p. 311).
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19. SDGE Self Support Small Cap 2017 — 2019 (Routine)

The forecast for the SDGE Self Support Small Cap 2017 - 2019 project for 2017, 2018,
and 2019 is $500K, $635K, and $635K, respectively. SDG&E plans to build and place this
project in-service by the test year. This project funding request is to cover multiple SDG&E
Small Cap projects for 2017 - 2019 covering routine business customer operational issues,
safety, network improvements, Information Security, faster service delivery, collaboration, and
innovation. The specific details regarding this project are found in my revised capital
workpapers (Ex. SDG&E-24-CWP-R, p. 316)

20.  WAN Life Cycle Extension 2016

The forecast for the Wide Area Network (WAN) Life Cycle Extension 2016 project for
2017, 2018, and 2019 is $310K, $0, and $0, respectively. SDG&E plans to build and place this
project in service by the test year. This project is being developed to perform a lifecycle
extension of the WAN. Planned for 2016 are eight (8) core WAN locations (Monterey Park,
Rancho Bernardo, Century Park, One Wilshire, Mission, Metro, Miramar, and Gas Company
Tower) for a total of 16 core devices, replacing end-of-life/end-of-sale core components for each
device while maximizing the existing asset. This project is focused on lifecycle extension only
to maintain vendor supportability, system reliability, and the ability to continue to meet evolving
client requirements. This project will not implement new architectures or network services. The
specific details regarding this project are found in my capital revised workpapers (Ex. SDG&E-
24-CWP-R, p. 321)

21. SDGE Private Network Expansion & Refresh (Phase 5)

The forecast for the SDGE Private Network Expansion & Refresh (Phase 5) project for
2017, 2018, and 2019 is $0, $0, and $3,895K, respectively. SDG&E plans to build and place this
project in-service by the test year. The SDG&E network has a number of microwave
communication infrastructures with aging hardware that were initially installed for a TDM-based
environment; some of these links are also at capacity while others suffer from continued
performance issues. In addition, it has become increasingly difficult to obtain replacement parts.
Advancing field technologies require the deployment of new IP microwave radios with MPLS
and synchronous ethernet capabilities (not currently supported by legacy microwave

infrastructure. This upgrade aims to:
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1. Replace end-of-life microwave hardware, install [P-based technology; expand the
microwave coverage to increase efficiency and eliminate network points of
failure; also, add security features and increase capacity to existing links for
future growth on the corporate and substation networks.

2. Migrate key sites currently on leased-line circuits to private microwaves to

increase security and reliability and reduce O&M expenditures.

The specific details regarding this project are found in my capital revised workpapers (Ex.
SDGE-24-CWP-R, p. 326).
22. SDGE Mainframe Capacity Upgrade and HW Tech Refresh
The forecast for the SDGE Mainframe Capacity Upgrade and hardware (HW) Tech
Refresh project for 2017, 2018, and 2019 is $25K, $0, and $0, respectively. SDG&E plans to
build and place this project in-service by the test year. This project will replace the mainframe
hardware with an upgraded configuration that will satisfy current mainframe capacity demands.
The upgraded hardware will utilize much faster 10GB network technology. Both
production and disaster recovery mainframe hardware will be upgraded to current, more
efficient, and fully supported technology. The specific details regarding this project are found in
my revised capital workpapers (Ex. SDG&E-24-CWP-R, p. 331)
23. Smart Grid Endpoint Protection
The forecast for the Smart Grid Endpoint Protection project for 2017, 2018, and 2019 is
$218K, $0, and $0, respectively. SDG&E plans to build and place this project in-service by the
test year. This project will test and deploy SDG&E’s endpoint protection technologies to
identified Smart Grid servers and workstations in the data centers, controls centers, substations,
and field environments. The specific details regarding this project are found in my revised
capital workpapers (Ex. SDG&E-24-CWP-R, p. 336)
VI. CONCLUSION

This concludes my prepared direct testimony.
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