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IV. CAPITAL 1 

A. Introduction  2 

Table SJM-14 summarizes the total IT capital forecasts for 2014, 2015, and 2016.  Table 3 

SJM-14 shows the full complement of IT capital projects being proposed by SDG&E in this 4 

filing.  In other words, Table SJM-14 is composed of both business unit-sponsored IT capital 5 

projects, as well as IT Division-sponsored IT capital projects.  The costs depicted in Table SJM-6 

14 below are the total costs to be incurred by the proposed capital projects and charged to 7 

SDG&E cost centers.  They do not reflect adjustments that may result due to sharing of project 8 

costs across SoCalGas and Corporate Center, if appropriate.  Project specific cost sharing 9 

considerations are discussed in Section IV.B.5 of my testimony.   10 

Included in Table SJM-14 are projects sponsored by the business units that include IT 11 

technology solutions to meet business demand.  The business justifications for the business 12 

sponsored projects are included in the testimony of the associated business witnesses: 13 

 14 

Customer Service Field      Franke (Ex. SDG&E-13)  15 

Customer Service - Operations, Information, and Technologies Baugh (Ex. SDG&E-14) 16 

Electric Distribution       Jenkins (Ex. SDG&E-09) 17 

Facilities        Seifert (Ex. SDG&E-17) 18 

Procurement        Furbush (Ex. SDG&E-15) 19 

My workpapers, as cross referenced by the witnesses above, contain the cost justifications for the 20 

IT portion of these business unit sponsored capital projects.   21 

I provide additional information about IT Division-sponsored IT capital projects below in 22 

Section IV.C. 23 

  24 
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TABLE SJM-14 1 

SDG&E 2 

IT Capital Expenditures - Summary of Costs 3 

INFORMATION TECHNOLOGY    
Shown in Thousands of 2013 Dollars    
Categories of Management Estimated 2014 Estimated 2015 Estimated 2016
A. Customer Service Field 121 0 0
B. Customer Service - Operations, 
Information, and Technologies 

26,743 26,317 15,579

C. Electric Distribution 15,029 5,954 2,372
D. Facilities 0 112 1,288
E. Gas Distribution 0 1,160 0
F. Procurement 2,658 2,438 986
G. Information Technology 49,723 26,103 15,163
Total 94,274 62,084 35,388

Additional information about the cost assumptions for several of the capital projects is provided 4 

in Appendix B of my testimony.  Information on Commission decisions that impact certain 5 

capital projects and their cost assumptions is provided in Appendix D. 6 

B. Capital Project Approval 7 

Before an IT capital project is funded and moves into development, it must go through 8 

the Capital Project Approval process. The Capital Project Approval process has several distinct 9 

stages, as described below. 10 

1. IT Division Capital Plan Development 11 

First, the IT Division prepares a Capital Plan, which is the sum of proposed plans of IT 12 

and business sponsored projects that utilize IT capital budget.  The Capital Plan includes both 13 

ongoing projects and anticipated needs.  The Capital Plan is usually developed in the fourth 14 

quarter of a fiscal year in preparation for upcoming years.  At this stage, the composite Capital 15 

Plan consists of a long list of viable capital projects, each with the potential to beneficially 16 

impact IT capability and services.  Supporting documentation is developed by way of concept 17 

documents and business cases to be utilized as part of the prioritization and approval process. 18 

2. Concept Documents 19 

Concept documents (see Appendix A for a concept document summary template) are 20 

high-level assessments developed for review during the capital planning process.  The concept 21 

document contains typical project elements such as cost estimates, business benefits and project 22 
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schedules.  It also provides project teams the opportunity to document alternative options 1 

considered, as well as business risks and implications of not proceeding with the project.  All of 2 

these elements are available for consideration during project prioritization and approval.   The 3 

Central Business Planning group then decides whether to approve funding as part of its 4 

prioritization and approval process. 5 

3. Project Prioritization and Approval 6 

The concept documents provided by projects teams are utilized for prioritization 7 

purposes.  Rankings are determined based on various factors including, but not limited to, 8 

regulatory requirements, critical service maintenance needs and/or cost benefit analyses.  The 9 

projects in the narrowed Capital Plan list are then prioritized by likely impact on IT capability 10 

and services.  The resulting prioritized list is submitted to the Central Business Planning group 11 

for funding approval.  The annual capital budget allocation processes for SDG&E is 12 

administered by the Central Business Planning group on behalf of the Executive Finance 13 

Committee (“EFC”).  Details of the capital planning process are presented in the testimony of 14 

our Rate Base witness Jesse Aragon (Ex. SDG&E-27).   15 

4. Business Cases 16 

Once funding is approved by the Central Business Planning group for a concept, a 17 

complete business case must be prepared and approved before work begins.  Business cases are 18 

developed jointly by representative(s) from the sponsoring IT department, representative(s) from 19 

the sponsoring business department (when applicable) and a representative from the IT Project 20 

Management Office (“IT PMO”).  Additional business case contributors, as required, may be 21 

included on the project team that is assigned to develop the business case.  Typically, the 22 

responsibilities for developing specific aspects of the business case are handled as follows: 23 

 The sponsoring IT department is primarily responsible for defining the project 24 

scope, identifying the technical approach, and generating the basis of estimate for 25 

the capital costs and ongoing O&M support costs. 26 

 The business representatives are primarily responsible for confirming the business 27 

requirements, calculating the business benefits, and ensuring that the proposed 28 

solution meets the business objectives. 29 
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 The IT PMO ensures that the templates are completed correctly, that the budgets 1 

are calculated and characterized correctly, and that the proposed scope is 2 

consistent with policy. 3 

A near final draft of the business case is provided to Information Security for review and 4 

comment.  A sample business case template has been included in my supplemental workpapers 5 

(Ex. SDG&E-19-SWP). 6 

5. Cost Sharing Mechanisms 7 

A sharing mechanism must be determined for any project that will be utilized across 8 

SDG&E, SoCalGas, and/or Corporate Center.  As part of the business case development, a 9 

project team will include a recommendation of how costs will be shared for consideration during 10 

the capital approval process based on the project team’s assessment of project scope and the 11 

anticipated utilization across SDG&E, SoCalGas, and/or Corporate Center.   12 

C. IT-Sponsored Capital Projects 13 

The remainder of the IT capital costs I am requesting is for SDG&E IT-sponsored capital 14 

projects.   The entire list of SDG&E IT division-sponsored IT capital projects is provided in 15 

Appendix C.  I have listed the largest capital projects sponsored by SDG&E IT below in Table 16 

SJM-15.  The individual projects listed in the table are estimated to be in excess of $2 million 17 

dollars each and cumulatively represent approximately 70% of the projected capital expenditures 18 

by the IT Division.  I have included additional information about these projects below.  19 

Information on the remaining SDG&E IT-sponsored capital projects can be found in my capital 20 

workpapers, Exhibit SDG&E-19-CWP, as referenced below.   21 

  22 
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TABLE SJM-15 1 

SDG&E 2 

Capital Expenditures Summary of Costs – IT Projects Only 3 

Shown in Thousands of 2013 
Dollars 

        

Information Technology Work paper 
Estimated 

2014 
Estimated 

2015 
Estimated 

2016 

 
(SDG&E-19-
CWP)    

SDG&E Grid Communication 
System 

10874A 22,748 
            
-    

           
-    

Distributed Energy Resource 
Management 

10875M 7,102 8,760 625 

ADMS Phase 2 10875N 3,798 1,020 
           

-    
SDG&E Desktop Hardware 
Refresh 

00817B 
           

-    
2,184 2,484 

Smart Grid Data Analytics 10875L 
           

-    
2,129 2,129 

Demand Response 
Management System 

10875O 1,300 1,497 200 

Condition Based Maintenance 
Analytics 

10875K 1,956 1,023 
           

-    
Smart Grid Field Area Secure 
D 

10875G 
           

-    
1,065 1,803 

Smart Grid Transparent Field 
I 

11878A 909 909 909 

SDG&E Downtown SCADA 
Relocation 

00829D 2,320 143 
           

-    

Smart Grid Substation Security 10875J 
           

-    
897 1,350 

Smart Grid Secure Distributed 10875H 
           

-    
897 1,323 

Sub-Total   40,133 20,524 10,823 
Remaining IT Projects  
(see Appendix C) 

Various 9,590 5,579 4,340 

Total   49,723 26,103 15,163 

1. SDG&E Grid Communication System 4 

SDG&E Electric Transmission & Distribution has undertaken various SmartGrid initiatives 5 

aimed at automating various operations previously performed by manual inspection.  Process 6 

automation requires new and updated telecommunications to carry field asset status back to the 7 
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Data Center.  Options for fulfilling the varied monitoring requirements of key field assets will be 1 

investigated and implemented.  Field workers currently performing manual inspections will be 2 

freed up to perform other more critical tasks.  The automated processes will help the company 3 

detect problems in a timely fashion.  New systems will provide capacity for some additional 4 

SmartGrid initiatives in the future. 5 

The SDG&E Grid Communication System program will consist of implementing 6 

telecommunications in four areas: 1) Low Power Communications Network; 2) Substation 7 

Communications; 3) Field Broadband Connections; and 4) SCADA Optimization.  These varied 8 

solutions should provide needed telecommunications for current, as well as additional future, 9 

initiatives (Ex. SDG&E-19-CWP-10874A).  Additional information about the cost assumptions 10 

for this project is included in Appendix B.  11 

2. Distributed Energy Resource Management (“DERMS”) 12 

The DERMS project will optimize resource utilization in response to system operational 13 

events, environmental and equipment conditions (collectively “reliability events”), and market 14 

price conditions.  DERMS includes several different, but integrated, software components that 15 

incorporate advanced optimization algorithms to dispatch demand and supply side resources.   16 

(Ex. SDG&E-19-CWP-10875M).  17 

Some of the drivers for this project include: 18 
• Rapid growth in commercial and residential distributed energy resources (“DER”) (e.g., 19 

rooftop PV); 20 
• CPUC-mandated energy storage procurement targets; and 21 
• Complexity in coordinating the operation of various DER spread across the grid. 22 

 23 
DERMS will provide the following capabilities: 24 

• Monitor, optimize and control DER in disparate locations to meet multiple business 25 
objectives (e.g., reliability and safety); 26 

• Uses weather and load forecasting, price signals, demand response programs to provide 27 
multiple options for optimization and scenario-based operations of DER; and 28 
 29 

• Integrations with ADMS to leverage the current electric connectivity model and 30 
coordinate device operation. 31 

 32 

Additional information about the cost assumptions for this project is included in Appendix B. 33 

 34 

 35 
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3. Advanced Distribution Management System (“ADMS”) Phase 2 1 

The ADMS project will implement a new version of the Network Management System to 2 

support the integration of Distributed Energy Resources (“DERs”) by taking advantage of their 3 

capabilities and maintain and enhance Distribution Management System functionality, while 4 

maintaining current Outage Management System/Distribution Management System integration 5 

and functionality.  The benefits from Phase 2 of this project will be measured by improvements 6 

in reliability as measured by the System Average Interruption Duration Index (“SAIDI”) and 7 

improvements in asset utilization from the integration with distributed energy resources.  SAIDI 8 

improvements will result from quicker determinations of fault location and the development of 9 

plans to isolate the faulted area and restore customers.  Improvements in asset utilization will 10 

result from monitoring the system load during peak periods and transferring load to avoid 11 

exceeding equipment limits. The SCADA simulator will also allow realistic testing of and 12 

training for the SCADA network.  Improved reporting performance will allow for quicker outage 13 

and distribution management decisions and actions (Ex. SDG&E-19-CWP-10875N). 14 

4. SDG&E Desktop Hardware Refresh 15 

This hardware refresh program will proactively address anticipated technology obsolescence, 16 

reliability, and cost effectiveness concerns with our population of approximately 4,800 desktops 17 

and laptops.  Beginning in 2015, once a desktop or laptop asset reaches its fifth year of service 18 

(i.e., the end of its warranty period), it will be replaced to ensure the business user has an asset 19 

that is fit for its purpose as well as to mitigate as many out-of-warranty failures as possible to 20 

ensure minimal impacts on user productivity (Ex. SDG&E-19-CWP-817B). 21 

5. Smart Grid Data Analytics 22 

The Smart Grid Data Analytics project will implement three new data sources for the load 23 

forecasting process and for planning power flow analysis.  At a high level, the three new data 24 

sources include: 25 

 Weather Normalizing and Adverse Factors data - Allows the use of historical weather 26 

data and weather models to determine weather normalizing and adverse factors for 27 

each substation and circuit. 28 

 Net-metered Photo-Voltaic (“PV”) Contribution data - Determines the contribution 29 

from net-metered PV generation for each circuit, using installed system nameplate 30 

capacities and output from nearby metered PV systems. 31 
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 Planning Power Flow Analysis data - Feeds Smart Meter data into SynerGEE, 1 

enabling the power flow analysis models to factor in actual loads on a circuit rather 2 

than using connected kVA distribution loads on a circuit.  3 

The project will also upgrade SynerGEE client software to Version 5, which has better PV 4 

modeling and many other improvements.  Finally, the project will deploy client workstations 5 

with a 64-bit OS and additional Random Access Memory (“RAM”) to speed up modeling (Ex. 6 

SDG&E-19-CWP-10875L). 7 

6. Demand Response Management System (“DRMS”) 8 

The existing Demand Response (“DR”) Portfolio consists of 11 programs that are currently 9 

managed using a variety of different systems with mainly manual processes.  There is no single 10 

view of the portfolio that allows management to make well-informed cost effective decisions for 11 

demand response.   12 

The DRMS Project will enable the management of SDG&E’s entire demand response 13 

portfolio with the following integrated capabilities: program management, enrollment, eligibility, 14 

device management, event management, forecasting, settlement, analytics/reporting and 15 

workflow. The full project implementation for all DR programs will take 2 to 3 years to 16 

complete with a phased approach. The first phase will implement functionality necessary to retire 17 

a high-cost application, APX; automated manual processes for ongoing benefits and provide the 18 

functionality needed to send text messaging to Home Area Network (“HAN”) devices; provide 19 

two-way DR and price signals; and monitor HAN device connectivity. The subsequent phases 20 

will cover the remaining portfolio of DR programs and add the additional integrations necessary 21 

for an enterprise solution (Ex. SDG&E-19-CWP-10875O). 22 

7. Condition Based Maintenance Analytics 23 

The Condition Based Maintenance Analytics project will enhance the Condition Based 24 

Maintenance (“CBM”) network for substation transformers.  The project will co-develop 25 

algorithms and data analytics modules to provide a better assessment of overall condition of a 26 

substation.  Project benefits include failure prevention, streamlined maintenance and the creation 27 

of accurate alerts and alarms.  Ratepayers will benefit through improved distribution efficiencies 28 

(Ex. SDG&E-19-CWP-10875K). 29 

 30 

 31 
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8. Smart Grid Field Area Secure Device Monitoring and Management 1 

As cybersecurity threats continue to increase, critical infrastructure operations need to ensure 2 

they can protect against and quickly respond to threats.  The goal of the Smart Grid Field Area 3 

Secure Device Monitoring and Management project is to provide SDG&E the ability to detect, 4 

respond and mitigate security vulnerabilities and risks at the Smart Grid component level.  This 5 

project will deploy technologies focused on monitoring the security health of Smart Grid 6 

Intelligent Electronic Devices (“IEDs”).  In the event the security health of an IED changes, this 7 

technology will have the ability to quarantine and minimize the potential impact to SDG&E's 8 

Smart Grid and Electric Transmission and Distribution environments (Ex. SDG&E-19-CWP-9 

10875G). 10 

9. Smart Grid Transparent Field Intrusion Detection System/Intrusion 11 
Prevention System (“IDS/IPS”) 12 

The first phase of the IDS/IPS project includes the identification and evaluation of next 13 

generation network anomaly detection (“NAD”) technologies capable of detecting anomalies, 14 

threats and attacks traversing SDG&E’s field area networks (“FAN”) and wide area networks 15 

(“WAN”).  The project will evaluate SDG&E’s network topology and identify key WAN and 16 

FAN networks where this NAD technology should be deployed, initially focusing on protecting 17 

critical networks and devices with the highest potential exposure.  The NAD system will be 18 

integrated with established Information Security systems, such as log management infrastructure 19 

and security incident and event monitoring solution so events and alerts can be viewed and 20 

responded to by SDG&E's Security Operations Center (“SOC”) (Ex. SD&GE-19-CWP-21 

11878A). 22 

10. SDG&E Downtown SCADA Relocation 23 

The current SCADA Communications System in downtown San Diego must be removed 24 

from the existing Sempra Headquarters building at 101 Ash Street because Sempra Energy is 25 

relocating its Headquarters to another facility in downtown San Diego. We will evaluate a 26 

complete reconfiguration of the SCADA system. This project will install and configure a new 27 

backbone network for the existing SCADA infrastructure in downtown San Diego. The new 28 

SCADA System will provide increased capacity and accessibility, eliminate dependency on 29 

equipment currently located at the existing Headquarters location and allow long-term flexibility 30 

for the physical location of equipment at the new Headquarters location (Ex. SDG&E-19-CWP-31 

829D). 32 

Attachments to Energy Division Data Request 3  
SDG&E Advice Letter 3438-E/2801-G and SoCalGas Advice Letter 5520 
Question 3a: 2016 GRC Testimony: SDG&E-19- R-A SJM-21 to SJM-30 



 

SJM-30 
DOC #292317 

11. Smart Grid Substation Security in a Box 1 

As intelligent devices are being distributed throughout SDG&E’s grid and residing within 2 

substation networks and wireless field area networks, SDG&E must also distribute security 3 

technologies to protect these computing assets.  The assets being deployed in the field are 4 

evolving from simple hardware devices to hardened computing platforms running enterprise 5 

class operating systems and software.  SDG&E must extend security services into these new 6 

substation and field networks.  The Smart Grid Substation Security in a Box project will create 7 

the ability to extend security services to networks and assets outside of our primary internal 8 

network, provide security services in disaggregated, disconnected and low bandwidth scenarios 9 

and assist in maintaining our security posture in remote or disconnected sites (Ex. SDG&E-19-10 

CWP-10875J). 11 

12. Smart Grid Secure Distributed Network Protocol 12 

 Currently our SCADA applications leverage a standard communications protocol, 13 

Distributed Network Protocol Version 3 (“DNP3”), for communicating to remote terminal units 14 

(“RTU”) and intelligent electronic devices (“IED”), none of which have built-in security 15 

mechanisms.  The Smart Grid Secure Distribution Network Protocol project is designed to 16 

enhance SDG&E's capabilities to support the Institute of Electrical and Electronics Engineers’ 17 

(“IEEE”) latest version of the DNP3 protocol 1815:2012 as well as ensure that our RTU and IED 18 

vendors conform to this version.  This is necessary because in this new version of the protocol is 19 

a feature called Secure Authentication, which will allow SDG&E to properly authenticate and 20 

ensure integrity of the DNP3 communications.  The project scope will include setting up a secure 21 

DNP3 certificate authority to issue proper certificate types, as well as establishing a test 22 

environment (Ex. SDG&E-19-CWP-10875H).  23 

V. CONCLUSION 24 

 This concludes my prepared direct testimony.   25 
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