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Function 
Name 

Category Name 

Team 

Director – 
Information 
Security and 
Information 

Security 
Programs 

Security Policy and 
Awareness 

Security Engineering Security Operations 
Security 

Contracts 

cybersecurity event 
notifications and 

incidents. 

RESPOND Mitigation 
Tracks risks associated 
with newly identified 

vulnerabilities 

Tracks risks associated 
with identified 

vulnerabilities in new 
and supported systems 

Responsible for 
mitigating 

cybersecurity 
incidents 

 

RESPOND Improvements   

Leads after-action 
activities for 
exercises and 

incidents 

 

RECOVER Recovery Planning 

Enabling 
function covering 

all the Recover 
capabilities 

 

Executes recovery 
plans for supported 
systems during an 

event 

Supports recovery 
activity as needed 
after an incident 

 

RECOVER Improvements  

Reviews and improves 
recovery plans for 
supported systems 

during an event 

Leads the review 
and improvement of 
recovery plans after 

an incident 

 

RECOVER Communications 

Communicates with 
internal stakeholders 

and executive and 
management teams on 

recovery efforts 

 

Communicates with 
internal 

stakeholders and 
executive and 

management teams 
on recovery efforts 

 

The Grid Modernization Projects that are focused on enhancing the cybersecurity of 1 

SDG&E’s electric distribution system include the implementation of new systems.  Expansion of 2 

existing cybersecurity capabilities to secure new systems does not increase maintenance costs. 3 

B. Director – Information Security and Information Security Programs 4 

TABLE GW-10 5 

Summary of Costs – Director – Information Security 6 

(In 2016 $) Incurred Costs (100% 
Level) 

      

B. DIRECTOR - INFORMATION 
SECURITY 

2016 Adjusted-
Recorded (000s) 

TY  2019 
Estimated (000s) 

Change (000s) 

1. DIRECTOR - INFORMATION 
SECURITY 

367 367 0

Incurred Costs Total 367 367 0
  7 
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TABLE GW-11 1 

Summary of Costs – Information Security Programs 2 

(In 2016 $) Incurred Costs (100% 
Level) 

      

G. INFORMATION SECURITY 
PROGRAMS 

2016 Adjusted-
Recorded (000s) 

TY 2019 
Estimated (000s) 

Change (000s) 

1. INFORMATION SECURITY 
PROGRAMS 

22 22 0

Incurred Costs Total 22 22 0

1. Description of Costs and Underlying Activities 3 

The Director of Information Security and the Information Security Program are an 4 

enabling function covering all the NIST CSF capabilities supported by Security Policy and 5 

Awareness, Security Engineering, Security Operations, and their respective capital projects at a 6 

management level. 7 

The Director’s activities include overall oversight of the Cybersecurity Program and 8 

projects, responsibility for cybersecurity at SDG&E, SoCalGas, and Corporate Center, 9 

advocating internally and externally for cybersecurity risk management, and representing 10 

cybersecurity in cross-business group activities.  These activities include both labor and non-11 

labor costs. 12 

The Information Security Programs group is responsible for: 13 

 Cybersecurity projects portfolio management, concepts, request for proposals (RFPs), 14 
and business case development. 15 

 Cybersecurity projects planning and strategy. 16 

 Cybersecurity O&M contracts and maintenance budget management.  17 

 Cybersecurity vendor management. 18 

These costs support the Company’s goals of safety and reliability by directing, 19 

authorizing, and allocating resources to manage cybersecurity risks across the company.  20 

2. Forecast Methodology 21 

The forecast methodology developed for this cost category is the base year (2016) 22 

recorded, plus adjustments.  This method is most appropriate because the O&M costs are 23 

expected to be consistent with the base year during the GRC period for both the Director and the 24 

Information Security Program costs. 25 
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3. Cost Drivers 1 

The cost drivers behind this forecast are the continuing need to address increasing 2 

exposure to cybersecurity risk to the business and our customers and mitigating cybersecurity 3 

risk as described in Section II above and in the RAMP Report.  These drivers are consistent with 4 

California Public Utilities Commission (CPUC) and FERC requirements, California and Federal 5 

statutes, and Company policy.  These costs were identified in the RAMP filing. 6 

C. Security Policy and Awareness 7 

TABLE GW-12 8 

(Security Policy and Awareness) 9 

(In 2016 $) Incurred Costs (100% 
Level) 

      

A. SECURITY POLICY & 
AWARENESS 

2016 Adjusted-
Recorded (000s) 

TY 2019 
Estimated (000s) 

Change (000s) 

1. SECURITY POLICY & 
AWARENESS 

957 957 0

Incurred Costs Total 957 957 0

1. Description of Costs and Underlying Activities 10 

The Security Policy and Awareness group’s primary focus is on governance and 11 

compliance and the awareness and outreach aspects of the Cybersecurity Program.  These 12 

activities include a combination of labor and non-labor costs. 13 

The governance and compliance functions of the Cybersecurity Program provide security 14 

program strategy and oversight, a corporate security policy framework consisting of policies, 15 

standards, and guidelines, security risk management and exception tracking, project planning and 16 

portfolio management, security legislation and regulatory analysis, forensics, e-Discovery, and 17 

IT compliance associated with NERC CIP regulations. 18 

The Cybersecurity Program’s focus on awareness and outreach is designed to provide 19 

security-oriented training and communication to all Company employees through the use of 20 

newsletters, flyers, digital publications, town hall meetings, classroom and online training, and 21 

special events with cybersecurity experts.  The activities, tools, and training used to improve 22 

cybersecurity awareness are as follows: 23 

Activities: 24 

 Cyber Champions - Internal groups throughout the various business units promoting 25 
cybersecurity safety/awareness.  26 
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