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E. IT Support (Shared) 1 

1. Description of Costs and Underlying Activities 2 

The costs for Shared IT Support charged to SoCalGas cost centers cover non-labor 3 

expenses recorded by the Vice President of IT, the business planning group that supports all of 4 

IT with budget planning and reporting, and the IT Associate program, which is a three-year 5 

program for newly hired IT employees that provides them with rotational assignments within IT. 6 

TABLE CRO-12 7 

SoCalGas 8 

Shared O&M IT Support Costs 9 

IT - INFORMATION TECHNOLOGY    
Shown in Thousands of 2013 Dollars    
C. IT Support 2013 Adjusted-

Recorded 
TY2016 

Estimated 
Change 

1. IT Support 60 288 228
Total 60 288 228

2. Cost Drivers 10 

 The cost drivers behind the Shared IT Support charged to SoCalGas cost centers forecast 11 

are labor increases to support one additional FTE in the business planning group needed to 12 

support the expanding IT portfolio (e.g., professional services agreements, software license and 13 

maintenance agreements) and two FTEs in the IT Associate program to be assigned to SoCalGas 14 

IT groups. 15 

IV. CAPITAL 16 

A. Introduction  17 

Table CRO-13 summarizes the total SoCalGas IT capital forecasts for 2014, 2015, and 18 

2016.  Table CRO-13 shows the full complement of IT projects being proposed by SCG in this 19 

filing.  In other words, Table CRO-13 is composed of both business unit-sponsored IT capital 20 

projects, as well as IT Division-sponsored IT capital projects.  The costs depicted in Table CRO-21 

13 below are the total costs to be incurred by the proposed capital projects and charged to 22 

SoCalGas cost centers.  They do not reflect adjustments that may result due to sharing of project 23 

costs across SDG&E and Corporate Center, if appropriate. 24 

Included in Table CRO-13 are projects sponsored by the business units that include IT 25 

technology solutions to meet business demand.  The business justifications for the business 26 

sponsored projects are included in the testimony of the associated business witnesses: 27 
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Customer Service - Field & Meter Reading  Franke (Ex. SCG-10) 1 

Customer Service – Office Operations  Goldman (Ex. SCG-11) 2 

Customer Service – Information   Ayres (Ex. SCG-12-R) 3 

Engineering & ES     Stanford (Ex. SCG-13) 4 

Environmental      Tracy  (Ex. SCG-17) 5 

Gas Distribution     Ayala (Ex. SCG-04) 6 

Supply Management     Hobbs (Ex. SCG-14-R) 7 

My workpapers contain the cost justifications for the IT portion of these business unit sponsored 8 

capital projects. I provide additional information about IT Division-sponsored IT capital projects 9 

below in Section IV.C. 10 

TABLE CRO-13 11 

SoCalGas 12 

Capital Expenditures Summary of Costs 13 

INFORMATION TECHNOLOGY    
Shown in Thousands of 2013 Dollars    
Categories of Management Estimated 2014 Estimated 2015 Estimated 2016
A. Customer Services - Field & 
SoCalGas Meter Reading 

3,096 437 7,217

B. Customer Services - Office 
Operations 

17,610 14,645 6,967

D. Customer Services- Information 4,411 12,717 2,478
E. Gas Engineering 2,231 4,639 8,893
F. Environmental 524 259 0
G. Gas Distribution 23,446 16,052 11,868
H. Information Technology 48,697 68,673 67,103
J. Supply Management 3,724 2,493 269
Total 103,739 119,915 104,795

Additional information about the cost assumptions for several of the capital projects is provided 14 

in Appendix B of my testimony.  Information on Commission decisions that impact certain 15 

capital projects and their cost assumptions is provided in Appendix D. 16 

 17 

 18 
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B. Capital Project Approval 1 

Before an IT capital project is funded and moves into development, it must go through 2 

the Capital Project Approval process. The Capital Project Approval process has several distinct 3 

stages, as described below. 4 

1. IT Division Capital Plan Development 5 

First, the IT Division prepares a Capital Plan, which is the sum of proposed plans of IT 6 

and business sponsored projects that utilize IT capital budget.  The Capital Plan includes both 7 

ongoing projects and anticipated needs.  The Plan is usually developed in the fourth quarter of a 8 

fiscal year in preparation for upcoming years.  At this stage, the composite Capital Plan consists 9 

of a long list of viable capital projects, each with the potential to beneficially impact IT 10 

capability and services.  Supporting documentation is developed by way of concept documents 11 

and business cases to be utilized as part of the prioritization and approval process. 12 

2. Concept Documents 13 

Concept documents (see Appendix A for a concept document summary template) are 14 

high-level assessments developed for review during the capital planning process.  The concept 15 

document contains typical project elements, such as cost estimates, business benefits and project 16 

schedules.  It also provides project teams the opportunity to document alternative options 17 

considered, as well as business risks and implications of not proceeding with the project.  All of 18 

these elements are available for consideration during project prioritization and approval.   The 19 

Central Business Planning group then decides whether to approve funding as part of its 20 

prioritization and approval process. 21 

3. Project Prioritization and Approval 22 

The concept documents provided by projects teams are utilized for prioritization 23 

purposes.  Rankings are determined based on various factors including, but not limited to, 24 

regulatory requirements, critical service maintenance needs and/or cost benefit analyses.  The 25 

projects in the narrowed Capital Plan list are then prioritized by likely impact on IT capability 26 

and services.  The annual capital budget allocation processes for SoCalGas is administered by 27 

the Central Business Planning group on behalf of the Executive Finance Committee (“EFC”).  28 

Details of the capital planning process are presented in the testimony of SoCalGas Rate Base 29 

witness Garry Yee (Ex. SCG-26-R). 30 

 31 
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4. Business Cases 1 

Once funding is approved by the Central Business Planning group for a concept, a 2 

complete business case must be prepared and approved before work begins.  Business cases are 3 

developed jointly by representative(s) from the sponsoring IT department, representative(s) from 4 

the sponsoring business department (when applicable) and a representative from the IT Project 5 

Management Office (“IT PMO”).  Others may be added to the team as required. 6 

 The sponsoring IT department is primarily responsible for defining the project 7 

scope, identifying the technical approach, and generating the basis of estimate for 8 

the capital costs and ongoing O&M support costs. 9 

 The business representatives are primarily responsible for confirming the business 10 

requirements, calculating the business benefits, and ensuring that the proposed 11 

solution meets the business objectives. 12 

 The IT PMO ensures that the templates are completed correctly, that the budgets 13 

are calculated and characterized correctly, and that the proposed scope is 14 

consistent with policy. 15 

A near final draft of the business case is provided to Information Security for review and 16 

comment.  A sample business case template has been included in my supplemental workpapers 17 

(Ex. SCG-18-SWP). 18 

5. Cost Sharing Mechanisms 19 

A sharing mechanism must be determined for any project that will be utilized across 20 

SoCalGas, SDG&E and/or Corporate Center.  As part of the business case development, a 21 

project team will include a recommendation of how costs will be shared for consideration during 22 

the capital approval process based on its assessment of project scope.  23 

C. IT-Sponsored Capital Projects 24 

The remainder of the IT capital costs I am requesting is for SoCalGas IT-sponsored 25 

capital projects.  I have listed the largest capital projects sponsored by IT below in Table CRO-26 

14.  The individual projects listed in Table CRO-14 are estimated to be in excess of $2 million 27 

dollars each and cumulatively represent approximately 70% of the projected capital planned for 28 

SoCalGas IT cost centers.  I have included additional information about these projects below.  29 

Information on the remaining SoCalGas IT-sponsored capital projects can be found in my capital 30 
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workpapers (Ex. SCG-18-CWP).  In addition, the entire list of SoCalGas IT division-sponsored 1 

capital projects is provided in Appendix C.   2 

TABLE CRO-14 3 

SoCalGas 4 

Capital Expenditures Summary of Costs – IT Projects Only 5 

Shown in Thousands of 2013 Dollars     
Information Technology Work Paper 

(Ex. SCG-18-
CWP) 

Estimated 
2014 

Estimated 
2015 

Estimated 
2016 

1. SoCalGas Desktop Hardware 
Refresh 

00760B  -  -   7,072 

2. Web Application Database Firewalls 00770AA  -  -   3,129 

3. Server Replacement (AIX) 00770AE  2,351  547   - 

4. Refresh Out-of-Warranty Servers 00770AG  4,520  1,794   695 

5. End Point Security 00770C  2,541  532   - 

6. Logging Infrastructure Refresh  00770D  -  2,769   - 

7. Storage Area Network Expansion 00770R  -  -   6,052 

8. Virtual Desktop Infrastructure 
(“VDI”) 

00770X  -  -   2,632 

9. Intrusion Protection System Refresh 00770Y  -  -   2,887 

10. SoCalGas Field Area Network 00772A  -  17,874   1,429 

11. System Management and 
Automation 

00772C  -  2,140   1,003 

12. Local Area Network Refresh 00772D  2,478  3,450   4,164 

13. Converged Computing Infrastructure 00772H  -  16,072   - 

14. Wide Area Network  Refresh 00772P  -  -   4,464 

15. SoCalGas Private Network 
Expansion 

00772R  -  -   2,148 

16. Private Network Expansion 00772W  2,797  1,661   - 

17. Data Center Network Rebuild 00772X  4,661  -   - 
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18. Business Planning Simulation 
Replacement 

00776B  1,860  859   - 

19. Geographic Information System-
Systems Applications and Products 
(“SAP”) Integration 

00776M  -  1,240   1,275 

20. Financial Asset Management 00776X  3,179  -   - 

21. SharePoint 00778A  2,588 4,463 2,512

22. Data Loss Prevention 00778B 2,184  -  -

23. Travel and Expense Mobility 00778C  -  2,382   - 

24. Identity & Access Management, 
Phase 2 - 4 

00780A 2,678 1,027  1,067

Sub-Total  31,837 56,811 40,530
Remaining IT Projects (See Appendix 
C) 

 16,860 11,863 26,574

Total  48,697 68,674 67,104

1. SoCalGas Desktop Hardware Refresh 1 

SoCalGas laptops and desktop have a useful life cycle of five years. After five years of 2 

service they will be out of warranty and no longer fit for their intended purpose.   Also, the asset 3 

will not have the technical capability to meet the business’s needs, and out-of-warranty failures 4 

are expected to exceed 10% a year after five years of service.  It is common for the availability of 5 

spare parts to be limited after five years, increasing the possibility that repairs may not be 6 

feasible for failed assets.  Once an asset reaches its fifth year of service it should be proactively 7 

replaced to ensure the business has an asset fit for its intended purpose and to mitigate as many 8 

failures as possible to reduce the impact on production.  The specific details regarding this 9 

project are found in my capital workpapers (Ex. SCG-18-CWP-00760B).  10 

2. Web Application Database Firewalls 11 

There are many web applications across multiple business units and areas of SEu.  As 12 

changes and updates occur to company web applications and malicious capabilities advance, SEu 13 

may be vulnerable to attacks on critical business systems.  Implementing a Web 14 

Application/Database Firewall (“WAF”) will provide an added layer of protection to block and 15 

send alerts of these attacks. This project will implement new technology at the Rancho Bernardo 16 

and Monterey Park data centers to monitor for attacks from the internet. They may also be placed 17 
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in key locations for internal web facing applications as required.  The specific details regarding 1 

this project are found in my capital workpapers (Ex, SCG-18-CWP-00770AA). 2 

3. Server Replacement (AIX) 3 

The primary goal of the AIX Server Replacement project is to replace the aged IBM 4 

Power frames with the new standard Cisco Unified Computing System (“UCS”) servers and 5 

replace the AIX 5.3 operating system with Linux.  The hosted applications will be migrated by 6 

the application owners in coordination with infrastructure personnel following a formal process 7 

of testing and acceptance.  This project will ensure high performance and reliability on the new 8 

hardware and the new operation system, while increasing efficiencies in the deployment of the 9 

hardware.  The refreshment of aging IBM Power frame hardware infrastructure with new Cisco 10 

UCS hardware will help relieve crucial data center space by reducing three racks to one rack and 11 

provide reduced environmental requirements (e.g., power and cooling requirements). The 12 

specific details regarding this project are found in my capital workpapers (Ex. SCG-18-CWP-13 

00770AE). 14 

4. Refresh Out-of-Warranty Servers 15 

There are in excess of 2,850 physical servers of varying ages that make up our distributed 16 

environment in Rancho Bernardo and Monterey Park data centers and other distributed locations.  17 

These servers are dedicated to specific purposes – Applications, Databases and Network 18 

Management.  19 

A significant number of these servers (1,503 servers) have reached their out-of-warranty 20 

state of support from the vendor and/or end-of-life of the operating system (Windows Server 21 

2003).  As a result, migration to a new server and a supported version of the Microsoft Windows 22 

Operating System are required.  The scope of this project will cover the 426 out-of-warranty 23 

servers and the 1,077 servers that require migration from Windows Server 2003 to a current 24 

Windows Server operating system. 25 

The out-of-warranty servers have reached the end of their useful technology lives and are 26 

subject to hardware and operating system failure. They are covered by extended vendor support 27 

at a significant additional cost of $794K over a three-year period.  By replacing these out-of-28 

warranty servers and end of operating system life for servers with new Intel based servers, this 29 

refresh project will address the additional support costs of out-of-warranty hardware and mitigate 30 

the risk of hardware and operating system failures.  Implementation of the new server 31 
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environment will eliminate the extended server support costs.  The project will standardize on a 1 

current Microsoft Windows Server operating system.  The new servers will be virtualized, 2 

installed with a new supported operating system and optimized for simplified disaster recovery 3 

capabilities.  Additional benefits include centralized server provisioning, reduced overall power 4 

consumption and reduced data center floor footprint. The specific details regarding this project 5 

are found in my capital workpapers (Ex. SCG-CWP-18-00770AG).  6 

5. End Point Security  7 

The End Point Security project will evaluate advanced anti-malware security controls for 8 

client technology to augment the current standard (Trend Micro) anti-virus solution.  The 9 

controls will include both end point- and network-based solutions.  The project will assess 10 

controls that function at a network level for all devices connected to the Sempra network, and at 11 

the end point for Sempra supported systems. Collectively, these solutions would be capable of 12 

supporting Bring Your Own Device (“BYOD”) and third party contractors.  An RFP followed by 13 

a Proof of Concept will be conducted to evaluate and compare solution capabilities.  The project 14 

will implement network-based detection and prevention capabilities for advance malware.  15 

Tuning will advance over time as the standard implementation process necessary to tune the 16 

solution for optimum results improves with minimal negative impact on clients and systems.  17 

The project will implement, through a phased deployment, specific configurations of the 18 

advanced malware agent to Sempra Energy standard host computing systems.  Solution, incident 19 

response, process and handling procedures training and improvements will be delivered to 20 

accommodate the advanced technology capabilities.  The specific details regarding this project 21 

are found in my capital workpapers (Ex. SCG-18-CWP-00770C). 22 

6. Logging Infrastructure Refresh 23 

 The Logging Infrastructure Refresh project will replace the current core security log 24 

monitoring and incident investigation infrastructure, which has reached end-of-life and end-of-25 

support from its manufacturer.  Replacement of this core infrastructure will occur at the Rancho 26 

Bernardo and Monterey Park data center facilities. This investment will compliment recent 27 

investments in logging capabilities at critical infrastructure facilities by replacing the data center 28 

core systems to enhance reliability, increase capacity, and reduce ongoing support costs.  The 29 

Logging Infrastructure Refresh project will purchase new servers and software licensing to 30 

sustain current load, allow for anticipated growth, allow for long term archival of security data, 31 
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reduce data retrieval times of first responders, and efficiently analyze long term trends in 1 

archived security log data.  The specific details regarding this project are found in my capital 2 

workpapers (Ex. SCG-18-CWP-00770D). 3 

7. Storage Area Network (“SAN”) Storage Expansion 4 

 The SAN Storage Expansion Project will purchase, install, and allocate physical Storage 5 

Area Network  storage arrays (i.e.., mechanical disks, flash memory, power supplies and network 6 

interfaces) in the Rancho Bernardo and Monterey Park data centers. The storage arrays 7 

implemented by this project will increase available storage capacity by approximately 20 8 

terabytes (“TB”) at each data center location.  This project implements storage capacity to be 9 

used for rapid provisioning (“on-demand”) for small to medium sized operation and project 10 

needs. The increased storage capacity will also expand the volume of computer systems that can 11 

be self-provisioned by end-users and clients and delivered in a matter of hours.  The specific 12 

details regarding this project are found in my capital workpapers (Ex. SCG-18-CWP-00770R). 13 

8. Virtual Desktop Infrastructure 14 

The Virtual Desktop Infrastructure project will deploy an enterprise solution that will 15 

expand the existing hardware and software virtualized infrastructure.  The current Citrix XenApp 16 

is an application-only delivery platform and is becoming outgrown.  A new, more robust 17 

virtualized solution will be deployed.  The solution will provide more robust function and 18 

features (e.g., ease of use, ease of administration and scalability).  The Virtual Desktop 19 

Infrastructure project will provide a production environment to fully support day-to-day load.  20 

Additionally, a non-production environment will be deployed that will support 25% to 50% of 21 

production.  The specific details regarding this project are found in my capital workpapers (Ex. 22 

SCG-18-CWP-00770X). 23 

9. Intrusion Protection System Refresh 24 

The Intrusion Projection System Refresh project will replace the Intrusion Prevention 25 

Systems (“IPS”) at the Rancho Bernardo and Monterey Park data center facilities that have 26 

reached end-of-life and end-of-support from their manufacturers.  The new system will allow the 27 

company to continue protecting assets and data from malicious attempts to compromise the 28 

security of IT systems.  The specific details regarding this project are found in my capital 29 

workpapers (Ex. SCG-18-CWP-00770Y). 30 

 31 
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10. SoCalGas Field Area Network 1 

SoCalGas plans to build and place in service by TY2016 the SoCalGas Field Area 2 

Network.  This is a suite of private communication infrastructures supporting field voice 3 

communication for Customer Service Field, Distribution & Transmission and Storage.  It 4 

includes a Land-Mobile-Radio (“LMR”) network and voice dispatch console system.  The 5 

console systems are end-of-life and either already are, or will soon be, without vendor support.  6 

The dispatch system is limited to a finite number of console positions that no longer meet the 7 

needs of the business.  The radio system also requires the use of other legacy network 8 

infrastructure that needs to be retired from the environment.  These systems are critical to 9 

business operations, especially during emergencies, as the primary voice channel during incident 10 

management, priority work orders and emergency response. The call recording system used by 11 

dispatch is also end-of-life and incompatible with newer dispatch console systems.  12 

Communication for fixed assets in the field, including remote terminal units (“RTU”) on 13 

pipelines, currently served by AT&T 3002 circuits needs to be addressed due to aged 14 

infrastructure and lack of investment by AT&T.  A digital LMR and Internet Protocol (“IP”)-15 

based console system has been evaluated as the solution.  The specific details regarding this 16 

project are found in my capital workpapers (Ex. SCG-18-CWP-00772A).  Additional 17 

information about the cost assumptions for this project is included in Appendix B. 18 

11. System Management and Automation 19 

The System Management and Automation project will provide centralized configuration 20 

management of infrastructure devices, network and server, which will allow for remote 21 

management, notification, and verification.  It will create an automated provisioning 22 

environment allowing for future improvements in speed, quality, and ease of use. Additionally, 23 

The System Management and Automation project will allow for the deployment of Windows 24 

Server 2012. The specific details regarding this project are found in my capital workpapers (Ex. 25 

SCG-18-CWP-00772C). 26 

12. Local Area Network (“LAN”) Refresh 27 

Sempra has adopted a 5-year refresh cycle for LAN switching infrastructure.  The 28 

existing infrastructure was installed between 2007 and 2009. The current LAN infrastructure is 29 

out-of-warranty and out-of-support; software updates and patches are no longer available for a 30 

large number of the devices.  The availability of technical support could also become limited or 31 
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non-existent.  The LAN project will replace 644 Ethernet LAN switches with 35,000 individual 1 

ports at more than 110 Sempra locations.  These switches support the delivery of voice-over-2 

internet protocol (“VoIP”) telephone and data to all SEu users, Substation Security, and Electric 3 

and Gas Transmission and Operations.  The specific details regarding this project are found in 4 

my capital workpapers (Ex. SCG-18-CWP-00772D). 5 

13. Converged Computing Infrastructure 6 

The requests and needs of business units are dynamic and often require computing 7 

infrastructure to be delivered quickly.  Current "just-in-time" infrastructure purchasing is not 8 

nimble enough to meet the needs of clients for small-to-medium sized projects or for organic 9 

growth of existing computing environments as data volume increases.  Existing computing 10 

systems will continue to reach vendor end-of-life and end-of-support dates and will need to be 11 

replaced or upgrade to provide reliable and available IT systems.  This Converged Computing 12 

Infrastructure project will provide on-demand and elastic computing capacity to meet business 13 

needs without the delays associated with just-in-time infrastructure purchases.  This project will 14 

increase the capacity and functionality of the computing self-provisioning portal empowering 15 

clients to fulfill their computing requests without involving the IT infrastructure department, 16 

resulting in a reduced delivery time.  Aging systems will be replaced or upgraded providing 17 

higher reliability and performance for business applications as systems reach end-of-life or end-18 

of-support.  As aging systems are replaced or upgraded, annual maintenance costs, required data 19 

center floor space, and power consumption will all be reduced.  The specific details regarding 20 

this project are found in my capital workpapers (Ex. SCG-18-CWP-00772H).  Additional 21 

information about the cost assumptions for this project is included in Appendix B.  22 

14. Wide Area Network (“WAN”) Refresh 23 

The WAN project will deploy the incremental capacity and technology upgrades required 24 

to support ongoing projects and increasing business demands for a robust, reliable and efficient 25 

WAN network.  The WAN project will include the retirement and upgrade of end-of-life WAN 26 

hardware (approximately 555 routers) and efforts to increase the efficiency of managing the 27 

network through software enhancements and technologies to remotely manage devices.  The 28 

specific details regarding this project are found in my capital workpapers (Ex. SCG-18-CWP-29 

00772P). 30 

 31 
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15. SoCalGas Private Network Expansion 1 

The SoCalGas Private Network Expansion project will extend SoCalGas’ microwave 2 

network to areas currently not covered and will replace end-of-life technology with new 3 

Ethernet/Hybrid radios.  The private network expansion is covered in two workpaper entries; this 4 

entry requests funding in 2016.  Funding requested for 2014 and 2015 can be found in the Private 5 

Network Expansion project (Ex. SCG-18-CWP-00772W).  This project will help minimize lease 6 

costs to SoCalGas bases and operational centers and will enable backhaul for pipeline security 7 

and expanding pipe operations.  An expansion of network protection for existing pipeline 8 

telemetry and corporate data and voice needs will also be possible as a result.  The specific 9 

details regarding this project are found in my capital workpapers (Ex. SCG-18-CWP-00772R). 10 

16. Private Network Expansion 11 

The Private Network Expansion project will extend SoCalGas’ microwave network to 12 

areas currently not covered, and will replace end-of-life technology with new Ethernet/Hybrid 13 

radios.  The private network expansion is covered in two workpaper entries; this entry requests 14 

funding for 2014 and 2015.  Funding requested for 2016 can be found in the SoCalGas Private 15 

Network Expansion project (Ex. SCG-18-CWP-00772R).  This project will help minimize lease 16 

costs to SCG bases and operational centers and will enable backhaul for pipeline security and 17 

expanding pipe operations.  An expansion of network protection for existing pipeline telemetry 18 

and corporate data and voice needs will also be possible as a result.  The specific details 19 

regarding this project are found in my capital workpapers (Ex. SCG-CWP-00772W). 20 

17. Data Center Network Rebuild 21 

Identified infrastructure has reached vendor end-of-support and/or end-of-life resulting in 22 

no access to software updates for security vulnerabilities or feature enhancements, technical 23 

support, or replacement hardware should a failure occur.  Due to the age of the infrastructure, 24 

reliability is not predictable, increasing the potential for unplanned outages to critical SAP 25 

applications used by business and applications used by our customers.  The Data Center Network 26 

Rebuild project will replace a selected subset of aging, end-of-support/end-of-life data center 27 

network access infrastructure to increase reliability, performance, and scalability for critical data 28 

center services.  The specific details regarding this project are found in my capital workpapers 29 

(Ex. SCG-18-CWP-00772X). 30 

 31 
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18. Business Planning Simulation (“BPS”) Replacement 1 

The SAP BPS module was implemented in 2006 and is used primarily by 100 business 2 

planners at SCG and SDG&E.  Over the last seven years, the budgeting and planning needs of 3 

the business have surpassed the functional capabilities of BPS.  As a result, clients have 4 

developed workarounds (many of which are manually intensive) and/or have implemented other 5 

budget planning tools such as IBM's TM1 system.  It should be noted that SAP stopped 6 

supporting BPS in March 2010.  Continued use of a non-supported system exposes SEu to 7 

significant security and supportability risks. 8 

The Business Planning and Simulation Replacement project would replace BPS with a 9 

system that provides capabilities and flexibility that can be easily driven by the business with 10 

minimal reliance on IT.  It will provide budget planners with more intuitive and common front 11 

ends (web, MS Office, etc.) that will require less training and have a higher adoption rate.  12 

Capabilities should include O&M and capital budgeting, earnings plan development and 13 

forecasting of financial results. The new planning and budgeting system will provide 14 

administrative tools for central planning to easily manage access, permit status monitoring, and 15 

implement global adjustments.  The new planning and budgeting system will enable process 16 

improvements, such as implementing an 18- to 24-month rolling budget.  The specific details 17 

regarding this project are found in my capital workpapers (Ex. SCG-CWP-00776B). 18 

19. GIS-SAP Integration 19 

The GIS SAP Integration project will integrate SAP’s Plant Maintenance module with 20 

GIS to reduce the duplication of data and improve data integrity.  Leak survey footage will be 21 

maintained graphically in GIS and footage measurements will be provided to SAP for Leak 22 

Survey.  Manual data uploads will be replaced with real-time integration reducing manual 23 

intervention and improving data quality.  Both SAP and GIS asset data will be provided to users 24 

in the field to improve decision making while on-site, i.e., reduce duplication by displaying leaks 25 

in the path of survey for a survey crew.  A graphical tool for analysis will be provided that 26 

integrates critical data from both systems, i.e., improves area planning by providing a graphical 27 

representation of the area(s) in question. The specific details regarding this project are found in 28 

my capital workpapers (Ex. SCG-CWP-00776M). 29 

 30 

 31 
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20. Financial Asset Management 1 

The new financial asset management system will provide application modules to 2 

automate analysis and reduce the risk of human error in the current manual processes by 3 

providing standard functions to maximize the tax calculations in the areas of tax repair, in-4 

service acceleration, retirement, and removal management. The new financial asset management 5 

system will improve functionality for major plant accounting processes, such as analysis of rate 6 

base, assets, construction work-in-progress (“CWIP”), depreciation expense and studies, 7 

property and deferred tax, capital forecasting, and other supporting modules. The new financial 8 

asset management system will reduce regulatory and IRS risk by providing support and detailed 9 

analysis of depreciation, retirements, and tax repairs, and will reduce the amount of 10 

disallowances caused by the inability to substantiate asset related tax deductions.  The specific 11 

details regarding this project are found in my capital workpapers (Ex. SCG-CWP-00776X). 12 

21. SharePoint 13 

The SharePoint project has two phases.  The first phase is to implement SharePoint 2013, 14 

which offers out-of-the-box social features, including micro blogging and feeds, communities, 15 

badges, reputations and more. SharePoint 2013 improvements in authentication will allow for 16 

enabling external collaboration with vendors as well as a more seamless user experience for 17 

participating SEu employees.  In addition, SEu is seeking ways to lead the utility industry in 18 

deriving business insight from data while empowering this business with increased self-service.  19 

SharePoint 2013 leverages user driven business intelligence with built-in dashboard reporting 20 

tools that offers both graphical and granular data information at one’s fingertips.  These include 21 

business connectivity services that integrate multiple databases and consolidate into a single 22 

presentation in SharePoint, Structured Query Language (“SQL”) Reporting Services integration, 23 

as well as Performance Point Services' drilldown capabilities. 24 

The second phase will create an automated, efficient and effective centralized business 25 

solution, which is required to ensure that the Records Management (“RM”) Program meets all 26 

regulatory and legal compliance policies while minimizing associated risks.  This project will 27 

provide the ability to oversee and ensure compliance with the records management policy 28 

through automatically enforcing some of the policy requirements and/or flexible reporting 29 

capabilities.  The scope includes unstructured electronic data (i.e., both records and non-records).  30 

This project proposes to implement a Records Management system that will leverage SharePoint 31 
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by using Microsoft Record Center, as well as another third party tool to fully meet Sempra 1 

Records Management requirement.  The specific details regarding this project are found in my 2 

capital workpapers (Ex. SCG-CWP-00778A). 3 

22. Data Loss Prevention 4 

The Data Loss Prevention project will deploy discovery and prevention tools and controls 5 

for employees copying and carrying sensitive information on an unencrypted storage device, 6 

sending sensitive information via instant messaging service or transferring sensitive information 7 

from corporate computers to home computers or BYOD systems used at work.  It will also 8 

include web email containing sensitive company information to coworkers or vendors.   The 9 

project will reduce the risk of unauthorized disclosure of customer data (i.e., accidental 10 

disclosure); liability from breach of sensitive customer data (i.e., malicious attack); create the 11 

ability to discover and report on customer and personal identifiable information (“PII”) on file 12 

shares, user end points and internet bound communications; and implement automated system 13 

policies that monitor inbound/outbound traffic containing unencrypted customer and PII to all 14 

end point devices, including BYOD. The specific details regarding this project are found in my 15 

capital workpapers (Ex. SCG-CWP-00778B). 16 

23. Travel and Expense Mobility 17 

Currently the submission and approval for employee expense reimbursement can only be 18 

accomplished by using the functionality provided by the Travel & Expense application in the 19 

SAP Portal or through the SAP Graphical User Interface (“GUI”). Many other companies, 20 

including Sempra’s unregulated businesses, have the ability to use mobile technologies to 21 

simplify and improve the accuracy of employee requests for reimbursement.  The Travel and 22 

Expense Mobility project is designed to purchase and deploy SAP's mobile solution for Travel 23 

and Expense along with the required foundational components.  The specific details regarding 24 

this project are found in my capital workpapers (Ex. SCG-CWP-00778C). 25 

24. Identity & Access Management, Phases 2 -4 26 

The Identity & Access Management project (“IAM”) will consist of the identification, 27 

development, and deployment of Role Based Access Management.  The Project will establish 28 

singular access controls and expand system functionality in the following areas: Automated 29 

provisioning and de-provisioning of access based on employment status; identity access tracking 30 
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and reporting; access attestation for system, group, and employment type; and increased system 1 

integrations to comply with centralized access controls. 2 

By implementing Role Based Access Management, SoCalGas will maintain a singular 3 

system of record for assignment, management, and tracking of access within our 4 

infrastructure.  With this, there will be increased enforcement of the Access Management 5 

Standard through least privilege access, separation of duties, and access reporting. 6 

Integrated administration console provides a common interface for all user provisioning 7 

and de-provisioning activities allowing for granular access and policy management.  Centralized 8 

security console reduces the chance of unauthorized access going unnoticed.  Regulatory 9 

compliance, such as NERC, FERC, HIPPA and SOX, requires SoCalGas to establish a secure 10 

access control infrastructure. 11 

Additional details regarding this project are found in my capital workpapers (Ex. SCG-CWP-12 

00780A). 13 

V. CONCLUSION 14 

 This concludes my revised prepared direct testimony.   15 
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