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EXECUTIVE SUMMARY 
 

On Tuesday, July 23, 2019, in response to the California Public Utilities Commission Order D-19-01-08, on 
Physical Security, Darren T. Nielsen, CPP, PSP, PCI, of Navigant Consulting, Inc., conducted interviews and a 
vulnerability assessment in reference to the Substation.  

The purpose of the threat and vulnerability assessment is to identify electric distribution assets that may merit 
special protection, and measures to address potential security risks and reduce the potential of long-term 
outage to an identified distribution facility that meets the following criteria: Distribution Facility that serves 
installations necessary for the provision of regional drinking water supplies and wastewater services (may 
include certain aqueducts, well fields, groundwater pumps, and treatment plants). BVES has no other 
substations that meet the other six CPUC criteria listed in the order. 

These interviews provided additional insights for the assessor to process the information obtained from the 
Subject Matter Experts (SMEs) and helped to focus the site tour on ways a physical attack on the substation 
from outside the fence-line could occur, identify the vulnerabilities and critical assets of the   Substation, and 
identify potential hostile surveillance points in the surrounding area. 

The assessment included the 3 critical distribution assets of the facility and a 34kV feed line to uncover security 
weaknesses, and potential threats which could impact the BVES distribution capabilities should a physical 
attack take place. The following personnel listed below were consulted as the SMEs and interviewed as part of 
the assessment.  

The Bear Valley Electric Service team consisted of: 

Paul Marconi -Director 

Jeff Barber -Field Operation Supervisor 

The assessment is the source for the development of this Physical Security Mitigation Plan which identifies 
mitigation, protection, prevention and resiliency efforts to mitigate the risk of long-term outage to the   
Substation. 

BVES has a very robust spare parts program that would significantly decrease any long term outage due to 
damage or physical attack. Additionally, BVES has a redundant path and ability to redirect load for increased 
resiliency to mitigate any short term outage. 
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MITIGATION PLAN 
Purpose 

This Mitigation Plan has been developed to address physical threats and vulnerabilities for the Substation 
which were identified in the Threat Vulnerability Assessment conducted on July 23, 2019. 

Scope 

The scope of this Mitigation Plan for the Substation is to: 
 

• Identify and implement security measures to deter, detect, delay, assess, communicate, respond, 
and recover to potential physical threats 

 

• Establish an incremental timeline for executing physical security enhancements and modifications 
to mitigate identified threats and vulnerabilities 

 
 

THREATS AND VULNERABILITIES 
 

Potential threats and vulnerabilities to physical attack have been evaluated for the  Substation. 
 
The threats and vulnerabilities were identified through a comprehensive assessment performed by 
Darren T. Nielsen, CPP, PSP, PCI, of Navigant Consulting, Inc. 
. 

The scope of the threat and vulnerability evaluation included: 
 

• Identification of the site’s critical assets 

• Existing physical security measures 

• Site and Asset vulnerabilities  

• Unique site characteristics 

• Prior history of attack on similar facilities 

• Intelligence or threat warnings from law enforcement, NERC and E-ISAC 

• FBI Uniform Crime Statistics  
 
Based on an analysis of possibility, probability and impact of potential threat scenarios, the following 
threats and attack types of arson, ballistic fire, man-portable IED, sabotage and vehicle ramming were 
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considered in evaluating  substation vulnerabilities along with the appropriate countermeasures and 
recommendations. 
 
SECURITY SOLUTIONS 
Deterrence  

Deterrence is the act of discouraging individuals from attempting to gain unauthorized access to the 
facility by implementing measures that would be perceived as too difficult or needing special tools 
and training to defeat. 

1. Vulnerability: “No Trespassing” warning signs are not installed on or beyond the fenced 
perimeter of the  Substation.  This creates a vulnerability by not informing encroachers that 
they are trespassing on BVES private property well before they reach the fenced perimeter. 
Mitigation: Install no trespassing signage on all perimeter sides 
Associated Threats: Arson, ballistic attack, sabotage, explosive device, vehicle attack 

Implementation: BVES will procure the new signs and install. 
Project Start:         Estimated Completion: 

 
        

 

2. Vulnerability: Overgrown vegetation provides concealment opportunities for would be 
adversaries.  Removing vegetation would create a clear zone that will enhance natural 
detection, increase deterrence value as well as aid in CCTV assessment.  
Associated Threats: Arson, ballistic attack, sabotage, explosive device, vehicle attack 
Mitigation:  Remove and cut back vegetation 75 yards around the eastern and southern 
perimeters. Create a 10-yard clear zone around site’s fenced perimeter 
Implementation:  BVES will remove and control perimeter vegetation at the Substation. 
Project Start:         Estimated Completion:  
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3. Vulnerability: Insufficient or inappropriate lighting presents a safety issue as well as a 
vulnerability for deterring and detecting malicious activity. Future CCTV enhancements may 
be hindered for assessing potential breaches and critical assets from the perimeter and 
beyond. 
Associated Threats: Arson, ballistic attack, sabotage, explosive device, vehicle attack 

Mitigation:  Install security lighting onsite and integrate into the access control system, 
allowing for remote operation of the lighting for enhanced deterrence, detection and 
assessment capabilities. Ensure adequate lighting levels are achieved to support desired 
CCTV resolution.  
Implementation:  BVES will work with staff security technicians to install additional lighting at 
the facility. 
Project Start:         Estimated Completion:  

 

  
 

Detection 

Detection refers to the capability of identifying unauthorized access as early as possible by 
implementing measures to actively alert appropriate personnel if an unauthorized action is occurring 
or has occurred, and to facilitate a timely response.  

1. Vulnerability:  No ability to detect adversaries at the  Substation perimeter or beyond 
outside of random surveillance tours or treatment facility staff observation when entering or 
exiting site.  
Associated Threats: Arson, ballistic attack, sabotage, explosive device, vehicle attack 
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Mitigation:  Install perimeter intrusion detection system at the BVES Substation to provide 
24/7 encroachment and intrusion detection capabilities at the perimeter. Integrate the 
intrusion platform into the existing BVES video surveillance system, providing for automated 
event based intrusion detection and assessment capabilities. 
Implementation:  BVES will procure. video management system with analytics 

Project Start:         Estimated Completion:  

  
 

2. Vulnerability: No ability to determine if movement outside perimeter is humanoid or animal  
      Associated Threats: Arson, ballistic attack, sabotage, explosive device, vehicle attack 

Mitigation:  Install cameras and integrate into video management system with analytics for 
automatic alerting and assessment capabilities.  
Implementation:  BVES will work internally with Technical support staff to project plan with 
installation. 
Project Start:         Estimated Completion:  

       
 

 

3. Vulnerability:  The manual gates are unmonitored with no reporting technology for when 
they are opened or to distinguish between authorized or unauthorized access.  
Associated Threats: Arson, ballistic attack, sabotage, explosive device, vehicle attack 

Mitigation: Installation of gate contacts on all manual vehicle and man gates to be informed 
and/or alerted when gates have been opened.  
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Implementation:  BVES will coordinate installation with Tech-shop and/or outside contractor 
Project Start:         Estimated Completion:  

 PHOTO REMOVED 

 
 

Delay 

Delay is distinguishable from a deterrent in that true delay can be measured after detection has 
occurred. Delay prior to detection is a deterrent. Effective delay countermeasures slow progress of 
an attack as long as necessary to allow a security response to be activated by implementing security 
measures to slow the progress of harmful events.  

1. Vulnerability:  Perimeter fence is standard chain link which provides minimal delay (7-10 
seconds) and visual obscurity of critical assets. 
Associated Threats: Arson, ballistic attack, sabotage, explosive device, vehicle attack 

Mitigation:  Install or retrofit to an anti-climb/cut, 12’ high, tight mesh to obscure sites assets, 
increase delay value and act as a deterrent.  
Implementation:  BVES will work with current vendors to assess. 
Project Start:         Estimated Completion:  
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2. Vulnerability:  Vehicle gate can be easily breached by either personal vehicle or heavy 
construction equipment. 
Associated Threats: Arson, ballistic attack, sabotage, explosive device, vehicle attack 

 

Mitigation:  Implement a crash rated vehicle gate or ensure facility maintains the access 
gate in a closed or controlled position 

Implementation:  This will be a stakeholder engagement meeting to discuss options. 
Project Start:         Estimated Completion:  

  
 
 
 

 
3. Vulnerability:  Commercial Grade Padlocks can be easily compromised by unpowered hand 

tools. 
Associated Threats: Arson, ballistic attack, sabotage, explosive device 



 

Confidential and Proprietary  CIP Confidential   
©2019 Navigant Consulting, Inc.  
Do not distribute or copy 
  Page 10 of 24 
 

Mitigation:  Replace current long shanked padlocks on all man-gates with a shroud 
protected shank padlock that prevents the use of bolt cutters. 
Implementation:  BVES will replace all padlocks with a higher security shroud padlock on all 
perimeter access points. 
Project Start:         Estimated Completion:  

    
 

4. Vulnerability:  High Speed Approach by vehicle can breach fence-line and enter site. 
Associated Threats: sabotage, explosive device, vehicle attack 

Mitigation:  Install concrete jersey barriers or decorative boulders to create crash resistant 
barriers at the most likely avenues of approach outside the fence-line along the East and 
southern borders 
Implementation:  Schedule work with BVES Maintenance to install on the fence-line. 
Project Start:         Estimated Completion:  

   
 

 
5. Vulnerability:  Metal Key Control is inadequate with numerous unaccounted for keys (1AB). 

Associated Threats: sabotage  
Mitigation:  Transition to electronic smart keys in lieu of hard keys and implement a key 
management system. Smart keys will give the option to track and report on access to critical 
areas as well as be able to remotely disable if lost or stolen.  
Implementation:  BVES will use a phase approach and cover upfront initial launch. 
Project Start:         Estimated Completion:  
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6. Vulnerability:  Critical Assets are easily identified and visible through view fencing which 
provides line of Sight (LOS) to an attacker.  
Associated Threats: Arson, ballistic attack, sabotage, explosive device, vehicle attack 

Mitigation:  Transition the critical assets to inside a pad mounted locked cabinet such like 
they were at nearby BVES substation.   
Implementation:  BVES will install pad mounted assets during the substation upgraded 
process 
Project Start:         Estimated Completion:  

 

 

  

Assessment 

Assessment is the act of identifying whether a detected individual or onsite activity is authorized, or if 
a response by contract security or law enforcement is necessary. 

1. Vulnerability:  No camera coverage of the critical assets and fence-lines. 
Associated Threats: Arson, ballistic attack, sabotage, explosive device, vehicle attack 

Mitigation:  Install cameras to increase site coverage 

Implementation:  BVES will plan the most efficient use of fixed or PTZ cameras, and/or fixed 
FLIR day/night thermal IR cameras to ensure appropriate coverage of the site and critical 
assets. 
Project Start:         Estimated Completion:  
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Communicate 

Communicate is the act of informing a detected individual that is in an unauthorized area, that their 
presence is known and that they need to depart immediately. It also refers to the process of alerting 
internal and external resources, including law enforcement of a potential security breach. 

1. Vulnerability:  No audible alarm notification or talk-down PA capability at the site. 
Associated Threats: Arson, ballistic attack, sabotage, explosive device, vehicle attack 

Mitigation:  Install PA intercoms onsite to ensure a communication response. 

Implementation:  BVES will install one device to effectively communicate and enhance a 
response 
Project Start:         Estimated Completion:  

  
 

 
2. Vulnerability:  No visual alarm notification at the site to indicate that the intruder has been 

detected. 
Associated Threats: Arson, ballistic attack, sabotage, explosive device, vehicle attack 

Mitigation:  Install a Strobe/Sirens on the site and integrate into video system. 
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Implementation:  BVES will select product technology and schedule work with technology 
staff for installation.  
Projected Cost: $5K - $7k            Estimated Timeline:  Q2 2020 

 

         
 

 

Response 

An effective response counters the anticipated activity of an unauthorized person within a time 
appropriate by implementing measures to prevent, resist, or mitigate the impact of an attack or event. 

1. Vulnerability:  The site does not have 24/7 onsite security officers or a documented 
coordination plan with law enforcement. Each of these items increases response time, 
decreases the likelihood of an efficient and effective response. 
Associated Threats: Arson, Ballistic attack, explosive device, sabotage, vehicle attack 
Mitigation:  Add roving security patrols and/or augment onsite periodic visit coverage. 

Implementation:  BVES will work with Staff to ensure additional visibility at the site. 
Project Start:         Estimated Completion:  
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SECURITY REFERENCES  

• California PUC Senate Bill No. 699 

• ASIS Protection of Assets 

• ASIS Physical Asset Protection ANSI/ASIS PAP.1-2012 

• Dept. of State SD-STD-02.01 Standard Test Method for Vehicle Crash Testing of Perimeter 
Barriers and Gates  

• ASTM F-2656-07 Vehicle Crash Testing of Perimeter Barriers  

 

 

 

PRE VS. POST MITIGATION 
 

A means to evaluate the effectiveness of the proposed security improvements is to quantify the risk reduction 
of security mitigations. The methodology used for this assessment references risk methodologies developed by 
federal agencies, which define the Likelihood of Successful Attack (LSA) as the combination of Threat, which 
is the likelihood of an attack or event occurring, and the Vulnerability, which is the likelihood of the attack or 
event being successful. Risk reduction is achieved by decreasing the LSA. Risk reduction ratings in the 
following table compare the LSA before and after implementation of all mitigations. 

 

Attack Type 
Attack 

Likelihood 
(AL) 

Facility 
Attractiveness 

(FA) 

Threat 
(AL x 
FA) 

Vulnerability LSA (Threat x 
Vulnerability) 

Arson 
    

 
Pre-Mitigation 2 6 12 8 96 
Post-Mitigation 2 3 6 3 18 
Ballistic Attack 
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Pre-Mitigation 3 9 27 9 243 
Post-Mitigation 3 2 6 6 36 
Explosive Device 

  
 

 
 

Pre-Mitigation 1 6 6 8 48 
Post-Mitigation 1 3 3 3 9 
Sabotage 

  
 

 
 

Pre-Mitigation 4 8 32 9 288 
Post-Mitigation 2 2 4 6 24 
Vehicle Attack 

  
 

 
 

Pre-Mitigation 2 6 12 5 60 
Post-Mitigation 2 2 4 3 12 
 

Attack Likelihood Criteria 

Very High (10) 
• Intelligence - Credible intelligence has indicated developing plotting.  
• Presence - Group has a large presence in the Western region.  
• Intent - Group has made recent public statements or showed signs of intent that may 

negatively impact the company.  
• History - Group has recently conducted, planned, or facilitated recent criminal activities 

against the company.  
• Capability - Group possesses a high capability or material resources to negatively impact 

the company involving the threat vector.  
 
Medium (5)  

• Intelligence – Intelligence may be interpreted in various ways, has alternative views, or 
the information is credible and plausible, but not corroborated sufficiently to warrant a 
higher level of confidence.  

• Presence - Group has a moderate presence in the Pacific Northwest region or within the 
Western U.S.  

• Intent - Group has made past public statements or showed signs of intent that may 
negatively impact the company.  

• History - Group has previously conducted, planned, or facilitated criminal activities 
against the company.  

• Capability - Group possesses a moderate capability or material resources to negatively 
impact the company involving the threat vector.  

 
Very Low (1) 
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• Intelligence – The information is scant, questionable, or very fragmented and it is 
difficult to make solid analytical inferences, or there are significant concerns or problems 
with the sources.  

• Presence - Group has an insignificant presence in the Pacific Northwest region.  
• Intent - Group has made not made recent public statements of intent that may negatively 

impact SCG or the natural gas sector in general.  
• History - Group has conducted, planned, or facilitated minimal or no criminal against the 

company or the energy sector.  
• Capability - Group possesses a low capability or material resources to negatively impact 

the company or the energy sector.  
 
 

Facility Attractiveness Criteria 

Very High (10)  
• Perception of security - the adversary may determine a very high likelihood of success derived 

from the perception of minimal layers of basic security features.  
• Perception of value - there is a very high likelihood of identifying high value commodities (i.e., 

copper, tools, and man portable equipment) and/or infrastructure which appears to be of operational 
importance (i.e., transformers, above ground pipelines, control shelters).  
 

Medium (5)  
• Perception of security - the adversary may determine a moderate likelihood of success derived 

from the perception or observation of some layers of overt security features.  
• Perception of value - there is a moderate likelihood of identifying high value commodities (i.e., 

copper, tools, and man portable equipment) and/or infrastructure which appears to be of operational 
importance (i.e., transformers, above ground pipelines, control shelters).  
 

Very Low (1)  
• Perception of security - the adversary may determine a very low likelihood of success derived from 

the observation of multiple layers of overt security features that are present and appear to be 
functional and in good repair.  

• Perception of value - there very low likelihood of identifying high value commodities (i.e., copper, 
tools, and man portable equipment) and/or infrastructure which appears to be of operational 
importance (i.e., transformers, above ground pipelines, control shelters).  
 

Vulnerability Criteria 

Very High (10)  
Existing physical security countermeasures would not prevent the threat from accomplishing its primary 
objective(s), providing a very high likelihood of success. The facility has minimal access, detection, and 



 

Confidential and Proprietary  CIP Confidential   
©2019 Navigant Consulting, Inc.  
Do not distribute or copy 
  Page 17 of 24 
 

interdiction capabilities. Guidelines for poor physical security countermeasures may include, but not limited 
to, the following:  

• Access - There is free public/vehicle access and no restrictions on articles that may be carried. There 
is no perimeter control, and the asset is void of physical barriers. There are no guards or patrols 
available to deny access.  

• Detection – No authorized guards, employees, or public presence (to observe suspicious 
activity/items). The asset is not equipped with CCTV or intrusion systems. The asset and 
surrounding area are insufficiently illuminated.  

• Interdiction – There is no emergency response planning. Response personnel or equipment are not 
available. Timing available to interdict the attack is insufficient [e.g., suicide attack].  
 

Very Low (1)  
Existing physical security countermeasures would prevent the threat from accomplishing its primary 
objective(s), providing a very low likelihood of success. The facility has significant access, detection, and 
interdiction capabilities. Guidelines for excellent physical security countermeasures may include, but not 
limited to, the following:  
 

• Access - The asset has an established perimeter with impenetrable physical barriers and guards at all 
entry points. There is card reader access with ID verification, and all cleared personnel have had a 
thorough background investigation.  

• Detection – Significant authorized personnel or public presence (to observe suspicious 
activity/items). All personnel and the public are aware of restricted areas due to marked 
signs/postings, training, or otherwise. All entering vehicles, personnel and baggage are screened. 
The asset is equipped with CCTV with onsite 24/7 monitoring, and intrusion systems. The asset and 
surrounding area is sufficiently illuminated.  

• Interdiction – The threat is reported to response forces immediately upon detection. The time line 
allows for interception of the attack. Communication equipment for personnel and the public is 
readily available to report suspicious activity. Response plans cover multiple situations and 
personnel are readily available, trained, and equipped. Response personnel receive refresher training, 
conduct exercises, and have back-up equipment.  
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DATA SHEETS 
The following Data Sheets will provide more information on the various mitigation options 
discussed above.  

Chameleon Fence 
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FLIR Camera 
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Medeco XT Keys 
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BEST Padlocks 
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AXIS PTZ Cameras 

  



 

Confidential and Proprietary  CIP Confidential   
©2019 Navigant Consulting, Inc.  
Do not distribute or copy 
  Page 24 of 24 
 

AXIS IP Public Address Speaker 
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