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Sisto, Carolyn
Watson, Graham CTR (Volpe); Mesrobian, Amy E.; Harris, Brendan (Volpe)
RE: VGI Working Group Draft Report Available for Comment

Carrie,
1.There are 2 references to EVSE software updates in the report:
 page 33: Ensures utility or network service provider can provide software updates remotely,
without hardware modifications or site visits


page 38: SDG&E stated that for their proposed Residential Charging Infrastructure proposal,
they are proposing Level 2 EVSE that are wifi enabled and support field upgrading of software.

There is NO mention of having digitally signed firmware and encryption (which should be specified) for
the EVSE over-the-air (OTA) or USB updated processes and this is a major cybersecurity issue. The OTA
EVSE capability could be used by hackers to install malware on EVSEs that could propagate to other
interfaces, such as the EVs, smart meters, DER, building energy management systems (BEMS), grid, etc.
So there are 2 cybersecurity controls that should be implemented:
 Signed Firmware: New update packages (firmware, operating system, apps) should have their
authenticity and integrity verified cryptographically with public/private key pairs. We do not
recommend using symmetric keys to encrypt firmware, as the key must then be embedded in
the device and key-reuse becomes a risk. An update package should be signed with a private key
that corresponds to a public key known to the device. A Certificate Authority or similar Public
Key Infrastructure may be used to improve key management. This verifies that the downloaded
update has not been modified and was signed by the vendor (who has the private key.)
Information and guidance can be found within NIST SP 800-53 Control SI-7: SOFTWARE,
FIRMWARE, AND INFORMATION INTEGRITY https://nvd.nist.gov/800-53/Rev4/control/SI-7 to
cryptographically signing and encrypting firmware to prevent modification by an unauthorized
entity.


Transport Encryption: Properly signed firmware with good key management should be secure,
even if downloaded from sources other than the vendor. Encrypting the update, either at the
file or network level, provides some additional protection. Using Secure Socket Layer (SSL) or
Transport Layer Security (TLS) are common ways to encrypt network traffic and is sometimes
used to authenticate the source of an update as well.

2. Another comment is the Report should recommend the use of both of the following cybersecurity
best practices:


EVSE Third Party Independent Penetration Testing: Penetration testing should be conducted
during the design phase, before final production and field operations (after deployment and/or
periodic) . Information and guidance can be found within NIST SP 800-53: CA-8 – PENETRATION
TESTING - The organization performs penetration testing at an organization-defined frequency
on organization-defined systems or system components, https://nvd.nist.gov/80053/Rev4/control/CA-8. In a system with diverse technologies such as a EVSEs and associated

services, different components are likely to be produced by different vendors and the back-end
systems need to be tested for cybersecurity. The most reliable method of ensuring awareness of
system vulnerabilities and cross checking against vendor supplied documentation regarding the
security posture of a system/component is to have a third-party, i.e. an entity not beholden to
the Utility, EVSE vendor, etc. perform an independent penetration and/or security assessment.
Penetration testing is a process used to attempt to evaluate the security of a system/component
by safely identifying and exploiting vulnerabilities.


Vulnerability Disclosure Program (for EVSE vendors): It is recommended that EVSE
manufacturers and/or maintainers of devices institute a “vulnerability disclosure and response
program” for receiving, implementing, and addressing vulnerabilities discovered or reported in
their products. Vendors should maintain a vulnerability response and disclosure program in
accordance with established standards such as International Organization of Standards
(ISO)/International Electrotechnical Commission (IEC) 29147:2014 (Information technology -Security techniques -- Vulnerability Disclosure) and ISO/IEC 30111:2013 (Information technology
-- Security techniques -- Vulnerability Handling Processes). This is a valuable resource to aid the
Energy sector in assessing the implementation of a vulnerability response program. EVSE
vulnerabilities that are discovered should be reported to the vendor(s), but also the EVSE
purchasers should utilize procurement language that requires vendors have a vulnerability
disclosure plan and program that meets or exceeds the ISO/IEC standards
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=45170
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=53231 and
also includes elements of the National Telecommunications and Information Administration
(NTIA) Coordinated Vulnerability Disclosure Template,
http://www.ntia.doc.gov/files/ntia/publications/ntia_vuln_disclosure_early_stage_template.pdf
.

v/r,
Kevin Harnett
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Subject: VGI Working Group Draft Report Available for Comment
Dear Working Group Participants,
Today CPUC Commissioner Peterman issued a ruling Seeking Comment on Vehicle-Grid Integration
Communication Protocol Working Group Energy Division Staff Report. The ruling, which includes the
report as an attachment, and all related working group materials are available at: www.cpuc.ca.gov/vgi.
Opening comments on the draft report are due by March 21, 2018. Reply comments are due by April 4,
2018. The ruling provides instructions on how to submit your comments for consideration.
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From: Franco, Stephanie
Sent: Friday, February 23, 2018 1:38 PM
To: AHartmann@SWMconsult.com; AMartinez@earthjustice.org; Andrea.Tozer@sce.com;
Andrew.Yip@boschbgt.com; Anne.Smart@chargepoint.com; Austin.Yang@sfgov.org;
BCragg@GoodinMacBride.com; BWhiteman@tesla.com; CPUCdockets@eq-research.com;
CSong@mceCleanEnergy.org; CWilmarth@AutoAlliance.org; CaliforniaDockets@PacifiCorp.com;
Caroline.Moore@PacifiCorp.com; CentralFiles@SempraUtilities.com; Colleen.Quinn@chargepoint.com;
Constantine.Lednev@db.com; DAKinports@SempraUtilities.com; DFranz@Tesla.com;
DNiehaus@SempraUtilities.com; Dan.Marsh@libertyutilities.com; Dave.Packard@chargepoint.com;
David.Peterson@chargepoint.com; David@eMotorWerks.com; Don@ucan.org;
EGleberman@GlobalAutomakers.org; EHsu2@SempraUtilities.com; ETorres@turn.org;
Edward.Jackson@LibertyUtilities.com; Eli.Harland@energy.ca.gov; Eli.Morris@PacifiCorp.com;
EmilySangi@dwt.com; Etta.Lockey@PacifiCorp.com; FBautista@NAACoalition.org; FWahl@Tesla.com;
Fernando@MirandaCenter.org; Frank.Breust@BMWna.com; GMorris@emf.net; HChoy@isd.lacounty.gov;
HRasool@SempraUtilities.com; IVaquero@earthjustice.org; Ivana@Nexus-cap.com; J4F3@pge.com;
JBaak@VoteSolar.org; JBecker@AutoAlliance.org; JJG@eslawfirm.com; JLSalazar@SempraUtilities.com;
JQTran@SempraUtilities.com; JRege@GlobalAutomakers.org; JSimon@EnphaseEnergy.com;
JTam@NAACoalition.org; JWright@SempraUtilities.com; Jamie.hall@gm.com; JerryL@abag.ca.gov;
Jessica.Tsang@pge.com; JoelE@greenlining.org; John.Leslie@dentons.com; John@OhmConnect.com;
KMS0@pge.com; KStainken@PlugInAmerica.org; KTreleven@gmail.com; Kadir.Bedir@Energy.ca.gov;
LKoehler@edf.org; LQI@crowell.com; Liddell@EnergyAttorney.com; MBaumhefner@nrdc.org;
MBrubaker@Consultbai.com; MBuckner@AdamsBroadwell.com; MFranco@SempraUtilities.com;
MTisdale@MoreThanSmart.org; MarkW@CORChurch.org; MeganMMyers@yahoo.com;
Mehdi.Ganji@Willdan.com; Michael@CalTransit.org; Michael@SanDiegoCAN.org; Michele.H@CCAEJ.org;
Morgan.Metcalf@pge.com; NJohnson@Consumercal.org; Newonda.Nichols@ChargePoint.com;
Noel.Crisostomo@Energy.ca.gov; Ostap.Loredo-Contreras@energy.ca.gov; P1W8@pge.com;
PParikh@SempraUtilities.com; PasorSergio@TurningTheHearts.com; Paul.Hernandez@energycenter.org;
Paul.Marconi@bves.com; Penny.n@ccaej.org; RGiles@SempraUtilities.com; RPrince@SempraUtilities.com;
RSchuchard@calstart.org; Rachel.Golden@SierraClub.org; RegRelCPUCCases@pge.com;
Regulatory@BraunLegal.com; Richards@dsnetwork.org; Rita.Liotta@navy.mil;
RobertGnaizda@gmail.com; SAW0@pge.com; SChadima@aee.net; SDAP@sdap.net;
SDPatrick@SempraUtilities.com; SDavis@kngrid.com; SDouglas@AutoAlliance.org;
SGersen@Earthjustice.org; SRH1@pge.com; SShupe@SonomaCleanPower.org; SVanCleve@Tesla.com;
Sahm@Clean-Coalition.org; Sean.Beatty@NRG.com; Sharon.Yang@libertyutilities.com;
Steve@eMotorWerks.com; TGondai@NAAC.org; TLindl@kfwlaw.com; TMartinez@lalcc.org;
TRafati@semprautilities.com; Taylor@BraunLegal.com; Tom.Woodworth@PacifiCorp.com;
Urvi@MotivPS.com; VidhyaPrabhakaran@dwt.com; YLu@SanDiego.gov; YMejia@SempraUtilities.com;
Zach.Kahn@byd.com; aadeyeye@earthjustice.org; abb@eslawfirm.com; Durvasula, Anand; Mesrobian,
Amy E.; alewis@naac.org; alexander.keros@gm.com; Neuman, Audrey;
andrew.levitt@nrgnewventures.com; andykatz@sonic.net; anna.ching@sce.com; O'Donnell, Arthur J.;
arnulfo@maacproject.org; aulmer@caiso.com; barbara@barkovichandyap.com;
berlin@susieberlinlaw.com; blaising@braunlegal.com; bobgex@dwt.com; bonnie.datta@siemens.com;
borion@lawyersforcleanenergy.com; brian@clean-coalition.org; brooks@avinc.com;
case.admin@sce.com; cbarry@iwpnews.com; cem@newsdata.com; cesa_regulatory@storagealliance.org;
cgray@cecmail.org; Lukins, Chloe; chris_king@siemens.com; cjw5@pge.com; Naylor, Cody;

colin@humboldt.edu; cpuc-afvoir@pluginamerica.org; cpuc-r1311007@olivineinc.com;
cpucdockets@crowell.com; Sisto, Carolyn; cyamasaki@naac.org; danair@ucsusa.org; Peck, David B.;
derek.jones@navigant.com; dhilla@consumercal.org; dhou@caiso.com; dkollipara@sfwater.org;
dreichmuth@ucsusa.org; dwitt@tesla.com; dwtcpucdockets@dwt.com; eborden@turn.org; Malashenko,
Elizaveta I.; ek@a-klaw.com; epike@energy-solution.com; eric@ethree.com; eric@strategyi.com; Cheng,
Franz; filings@a-klaw.com; gbarnes@semprautilities.com; george.bellino@gmail.com; ghsu@wsgr.com;
griffiths@braunlegal.com; hanna.grene@energycenter.org; hgolub@nixonpeabody.com;
hsanders@caiso.com; Abhulimen, Joseph A.; jael@pge.com; janet.combs@sce.com; Houck, Jason;
jboesel@calstart.org; Aliaga-Caro, Jose; jessalyn_ishigo@ahm.honda.com; jillyung@paulhastings.com;
jleesq@yahoo.com; Kalafut, Jennifer; Rahman, Junaid; joe.halso@sierraclub.org;
jonathan.arnold@db.com; Aliaga-Caro, Jose; jwaen@mceCleanEnergy.org; jwu@naac.org;
jzenk@svlg.org; Hieta, Karin M.; katherine.hoffmaster@nee.com; kavya@newsdata.com;
kcadena@naacoalition.org; kevin.lee@nrg.com; khojasteh.davoodi@navy.mil; kiel.pratt@energy.ca.gov;
kleacock@proterra.com; klr@a-klaw.com; kmatthews@nationalstrategies.com; larry.r.allen@navy.mil;
lchaset@kfwlaw.com; liddell@energyattorney.com; lmh@eslawfirm.com; lourdes.jimenezprice@smud.org; marcel@turn.org; matt.vespa@SierraClub.org; matthew.barmack@calpine.com;
mbourton@kitu.io; mcconnell@smwlaw.com; mdjoseph@adamsbroadwell.com; Cooke, Michelle;
mlopez@eycej.org; mmiyasato@aqmd.gov; mpf@stateside.com; mrw@mrwassoc.com; Charles, Melicia;
Yunge, Matthew; nellie.tong@dnvgl.com; pcort@earthjustice.org; peter.eichler@libertyutilities.com;
philm@scdenergy.com; pramod@ces-ltd.com; pstith@evgrid.com; publicaffairs@recargo.com;
rafferty@gmail.com; Mutialu, Rajan; regulatory@mceCleanEnergy.org; regulatoryaffairs@plugshare.com;
Tse, Rickey; Levin, Robert; robertgnaizda@gmail.com; rschimka@semprautilities.com;
rweber@earthjustice.org; ryan_harty@ahm.honda.com; sachu.constantine@energycenter.org;
scott.fisher@nrg.com; sephra.ninow@energycenter.org; shears@ceert.org; Sheppard, Kerriann;
Goldberg, Sasha; George, Simi R.; Thomas, Sarah R.; ssmyers@att.net; sswaroop@mceCleanEnergy.org;
Simon, Sean A.; tam.hunt@gmail.com; tam@communityRenewables.biz; tanner.kelly@deweysquare.com;
tbthomas@eycej.org; Roberts, Thomas; Gariffo, Thomas; todiane4@yahoo.com; tom@greenlots.com;
Trimming, Tovah; vincent@weidemangroup.com; wilson1224@gmail.com; wmc@a-klaw.com;
wwester@smud.org; Shmidt, Yuliya; Drew, Tim G.
Cc: Kiss, Elizabeth; ALJ Process
Subject: Official Email Service of R.13-11-007 CMMR. Ruling

This e-mail provides service of Commissioner Peterman’s Ruling Seeking Comment on Vehicle-Grid
Integration Communication Protocol Working Group Energy Division Staff Report. The full text of this ruling
is made available through the link provided below on February 23, 2018.
http://docs.cpuc.ca.gov/SearchRes.aspx?docformat=ALL&docid=211654688
In the event of problems with the e-mail or the internet link, please contact Stephanie Franco at
sf3@cpuc.ca.gov, telephone # (415) 703-1971

